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Abstract—Feedback shift registers are common components
typically used to generate pseudorandom sequences of bits which
are essential in many security applications. Network security
relies on the security of its components. Nonlinear feedback shift
registers (NLFSRs) are known to be more secure than the linear
ones. However, there is no mathematical foundation on how to
construct NLFSR feedback functions with optimal periods. In this
paper, we consider a new type of NLFSR functions of degree 3.
Using our construction method, we propose 140 new functions
of this type with optimal periods.

Index Terms—NLFSR, Pseudorandom, Feedback Functions,
Optimal Period.

I. INTRODUCTION

Pseudorandom generators play a major role in network
security. Examples include authentication [1], [2], error de-
tection and correction [3], and data compression [4]. Several
network protocols require the property of randomness to
ensure security. For example, random numbers are used in
generating the keys for public key encryption and digital
signature algorithms. They are also used in symmetric key
generation for session keys which are used in several network
applications such as Transport Layer Security (TLS) protocol,
Wi-Fi, E-mail security and Internet Protocol (IP) security.
Moreover, random numbers are used in key distribution proto-
cols, such as Kerberos protocol, and initialization values (IVs)
for handshaking in order to prevent replay attacks [5], [6].

One of the most common and efficient ways to gener-
ate pseudorandom sequences is using feedback shift register
(FSR). The general structure of an n-bit FSR is shown in
Fig. 1, and it will be explained more formally in Section II.

A feedback shift register can be either linear (LFSR) or
nonlinear (NLFSR) based on its internal feedback function.
The LFSRs have been well-studied in the literature since
1960s [7], and most of the LFSR fundamental problems have
been solved [8]. To find a feedback function with an optimal
period for an LFSR of size n bits, we only need to use a
primitive generator polynomial. On the other hand, the area of
NLFSR has many problems that remain open. For example,
there is no mathematical method to show how an NLFSR
function with an optimal period can be constructed.

The state in an LFSR is linearly computed from the previous
state, while the state in NLFSR is a non-linear transformation
of the previous state [9]. This is a very important feature
that gives an NLFSR its ability to produce a very secure
pseudorandom sequence which is hard to break compared to

the LFSR. Thus, to attack an NLFSR based on its output, at
least ©(2™) sequence bits are needed to determine its internal
structure, where n is the register size [10]. However, only 2n
bits are sufficient to attack an LFSR of the same size.

Moreover, the degree of the function plays an important rule
in the security of the output sequence and its ability to resist
potential attacks. The higher the degree the function is, the
more secure output bit sequence it produces. Which makes it
more resistant to known attacks that target its order.

In this paper, we propose a new type of feedback functions
of degree 3 with optimal periods. We used our construction
method in [11] to construct 140 functions of this type for
NLFSRs of sizes 5 < n < 25. The rest of the paper is
organized as follows. Section II presents the structures of
feedback shift registers and related definitions. Section III
reviews the related work. Section I'V describes the construction
and presents the new feedback functions with some useful
remarks. Finally, the conclusion comes in Section V with some
future work directions.

II. PRELIMINARIES

An FSR consists of a shift-register to store the state, and
a function to compute the feedback bit. The register has n
binary storage cells, each cell i € {O, 1,...,n— 1} holds
a single bit x; in the state register. The feedback function
f:{0,1}" — {0,1} computes a feedback bit used as an
input to the register to update the state using a shift operation.
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Fig. 1: An n-bit FSR general structure [8]

A vector of bits X = (zg,21,...,2,—1) represents the
state in feedback shift registers. The pseudorandom sequence
of bits is generated by extracting the bits one-by-one from the
shift-register. The initial state X is a seed used to generate the
output sequence of bits. From the current state, the feedback
function computes x,,, which is the input to the FSR and it



updates the input cell (n — 1), while the value z( of the cell 0
determines the output of the FSR.

Due to the limitation of register size, n, there will be a
repeated state eventually (when all the 2" states are exhausted).
The period of the FSR is defined as the length of the longest
unrepeated output sequence. Let us now proceed formally.

Definition 1: Let Fy be the binary finite field and Fo[x]
represent the ring of polynomials in undefined value of z
with coefficients taken from Fy. Assume that, 5 is an n-
dimensional vector space over I, which consists of n-tuples
of Fy elements. Each function from 4 to [Fy is represented
by a Boolean function of n variables. The elements sequence
s = (S0,51,...) of Fy is known as a binary sequence. The
sequence s = (s;);~ is periodic when there is a positive
integer w such that s;,, = s;, V2 > 0. The least such positive
integer is called a period.

In a binary n-stage FSR, F5 is mapped into F5 as shown
below, where F' is the mapping function:

F(x()axlv'“ 7$n71) = (($1,~~~ 79€n71,f(x079€17~~ 7xn71))

The feedback function is the Boolean function f over n-
variables. If F' is a linear transformation from F? to itself, it
is called a linear feedback shift register (LFSR), otherwise it is
called a nonlinear feedback shift register (NLFSR). Moreover,
if the function F' is mapped as a bijection, it is called non-
singular [12].

LFSRs have feedback functions of the following type:

flxo,z1, .. y&p—1) =co- o D1 -1 D...Cpo1 - Tp1

where ¢; € {0,1} for i € {0,1,...,n—1}). All terms in
an LFSR are linear, like (¢; - x;). However, NLFSRs include
nonlinear terms. For example, an NLFSR of degree 2 includes
at least one term of the form (z; - x;), where i # j.

Definition 2: The sequence of de Bruijn (ag,... ,asn_1)
of order n which consists of elements from Fo has a period
of 2™ where each n-tuples appears exactly once.

Sainte-Marie [13] and de Bruijn [14] show that the number
of sequences which are cyclic equivalent is given by:

B, =2""""" (1)

Definition 3: The modified version of de Bruijn sequence
(ag, ..., agn_o) of order n is a sequence which has a period of
2n—t,

In FSR, the all-zeroes state (X = 0) should not be allowed
at any given point, or otherwise the FSR will remain locked
up at this state. If X = 0, then f(X) = 0 for all new
states. Hence, the sequence s will be all zeros. Therefore, the
maximum period of an FSR of size n is at most 2™ — 1. It is
important to include the output bit x( in the feedback function
to maximize the period. Hence, the FSR can take the following
form:

2

Where g denotes to a Boolean function on n — 1 variables.
Mayhew and Golomb [14] investigated sequences satisfying
Definition 3. Gammel et al. [15] called these sequences

flxo,z1,. .. sxpn_1) = xo + g(x1, 22, ... ,Tn—1)

primitive. In LFSRs, these sequences can be produced using
primitive polynomials and the theory of such sequences is
well-understood [16].

The primitive sequence is a significant factor in the appli-
cations of cryptography. The number of primitive sequences
jointly (in linear and nonlinear functions) is given by B,, in (1).
We have ¢(2"~1)/n primitive LFSRs, where ¢ refers to the
Euler phi function. Since we have 22"~ Boolean functions on
n—1 variables, the probability of selecting a primitive NLFSR
function of the form in (4) is given by:

(22" -y 1
92n—1 T on
Thus, there are more NLFSRs than LFSRs [12].

Berlekamp-Massey algorithm [17] can be used to gener-
ate a given binary sequence of a minimal LFSR. Golomb’s
postulates [18] have characterized the properties of sequences
created by LFSRs statistically.

An NLFSR can be implemented using either Fibonacci or
Galois configuration. The Fibonacci configuration applies the
feedback only to the input cell (n — 1) of the shift register as
shown in Fig. 1, while the Galois configuration can potentially
apply the feedback to any cell. Fig.2 shows a 4-bit Fibonacci
NLFSR with its feedback function f(xzg,x1,z2,23) = z¢ &
Tr1 D xre © X1 - To.
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Fig. 2: A 4-bit Fibonacci NLFSR example. [8]
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In LFSR system, there is a unique transformation between
the configurations of Galois and Fibonacci. Therefore, we
can reverse the order of LFSRs feedback taps and adjust the
initial state to get the configuration of Galois from Fibonacci
(or vice versa). In contrast, the NLFSR system does not
have a unique transformation between Fibonacci and Galois
configurations [19]-[21].

III. RELATED WORK

Non-linear feedback shift register functions have been in
the focus of many researchers. However, much of the work is
either limited to particular cases [22], [23], or to a subset of
functions for particular values of n (like n = 1, 3, 4, 11-13,
15-17, 19-21, 23, 31-33) [24]. The NLFSR problem in general
is very hard due to the lack of the mathematical foundation
on how to construct the feedback functions that give optimal
periods.

Dubrova [8] presented Fibonacci NLFSR feedback func-
tions of degree 2, with optimal periods of 2" — 1, for
4 < n < 25, in the following three types:



o f(T0, 1, . ,Tn1) =g B Xy D xp B Te - Ty
o f(z0, 21, . ,Xn1) =T DXe D Tp - Te D Tq -+ X

o f(zo, @1, .., Tpo1) =20 DT, DT DT BTg DT T,
where a,b,c,d,e,h € {1,2,... ,n— 1}, z; € {0,1}, and
the addition (XOR) and multiplication (AND) operations are
in modulo 2. However, Dubrova’s work did not list all the
feedback functions having optimal periods. In addition, the
author reported in [25] some NLFSR feedback functions with
maximum periods of the following type:

,xn_l):JT()@J?GEBZ‘})@Z‘C'J?C['JZC (4)

where a,b,c,d,e € {1,2,...,n— 1}, z; € {0,1}, and the
addition and multiplication operations are in modulo 2. This
type is of degree 3 and, therefore, the feedback functions
of this types are more secure than the ones in the previous
three types. However, the list in [25] is incomplete, and many
feedback functions are missing. The author gave no feedback
functions with optimal periods for the sizes n = 10,21, 23
and 24 of the type in Equation (4).

Mandal and Gong [26] proposed NLFSRs with optimal
period to generate de Bruijn sequences of order n = 23,24
and 27. In [27] they defined a relation between an NLFSR
and a regular directed graph on a field extension, known as
de Bruijn graph [28].

Poluyanenko [29] proposed an approach based on field-
programmable gate arrays (FPGA). This approach proved the
ability of FPGAs to generate NLFSR-based sequences of large
sizes. The author successfully generated some sequences for
sizes n = 26, 27,28 and 29, without providing any complete
list of these sizes.

Almuhammadi et al. [11] proposed an efficient construction
method. The authors used this method to construct the missing
NLFSR feedback functions of the three types given in [8].
They presented complete lists of these types for all sizes n =
4,5,...,19. These functions were of degree 2.

f4($0,.’L‘1, .

IV. CONSTRUCTION OF THE FEEDBACK FUNCTIONS

In this work, we use a construction method similar to
the one we introduced in [11]. It is an efficient sequential
NLFSR function construction, which sequentially enumerates
all feedback functions of a given type. Then, the period is
computed for each feedback function and its optimality is
verified. This section explains the construction method and the
new type considered in this work. Then it shows the proposed
feedback functions and summarizes the results.

A. The Construction Method

The construction method consists of two parts:
1) Sequential Function Generator: which is an enumeration
of the feedback functions.
2) Period-Testing Algorithm: which tests whether the gener-
ated function f has an optimal period of 2 — 1 or not.
The sequential function generator enumerates the feedback
functions by incrementing the subscripts of the variables in
a given feedback function. Then, the period-testing algorithm
examines the generated function and computes its period by

monitoring all the states until the initial state appears again. If
the period of the function is 2" — 1, the construction method
reports it as a feedback function with an optimal period.
Otherwise, it is ignored, and a new function is generated and
tested. The reader may refer to [11] for more details about this
method and its proof of correctness.

B. The Type of the Feedback Functions

We consider a new type of NLFSR feedback functions of
degree 3 defined in Equation (4).

In general, feedback functions of degree 3 have more non-
linearity than those of degree 2 of the same size. Our goal is
to generate a complete list of NLFSR feedback functions of
degree 3 instead of the ones of degree 2 we presented in [11].
The degree of the feedback function is an essential factor in
the security of the NLFSR. Higher degree increases the non-
linearity of the feedback function, which makes it more resis-
tant to potential attacks [30], [31]. For example, any Boolean
function of low algebraic order can be evaluated in terms of a
relatively low number of coefficients in its Algebraic Normal
Form (ANF) even if the number of input variables is large.
This is known as the low-order approximation attack [32].
Therefore, the higher the algebraic degree of a non-linear
function is, the more difficult it is to approximate it with a
vectorial Boolean function of low degree.

C. The Proposed Feedback Functions

The proposed feedback functions of this type are listed in
Table I. Each entry in this table is of the form n (0, a, b, ¢, d, €),
where n is the size of the function, and a, b, ¢, d and e are
the indices of the variables in Equation (4). If a constructed
function is equivalent to an existing one, it will not be included
in this list. Thus, the feedback functions listed here are
pairwise nonequivalent, and different from the existing ones
for this type.

D. Results Summary and Remarks

This paper completes the work in [25] by constructing all
missing feedback functions with optimal periods for all sizes
n = 95,6,...,25 of this type. Using our construction method,
we obtained 140 new NLFSR feedback functions with optimal
periods of this type for n = 5,6,...25. However, no new
functions were found for n = 21, 23 or 24.

Table II shows the number of functions of this type for
each size of n = 5,6, ...25. The table shows that we increase
the number of the existing functions in [25] by the double for
almost all values of n, where 5 < n < 25. The proposed func-
tions are nonequivalent to the existing ones (and nonequivalent
pairwise). Moreover, there are no existing feedback functions
of size n = 10, but we managed to construct 13 new functions
for n = 10. The total number of all functions of this type
has been improved from 127 to 267 functions. Finally, it is
important to note that more research is still needed to come up
with new types capable of producing more feedback functions
with optimal periods.



TABLE II: Number of feedback functions of size n

TABLE I: Proposed NLFSR feedback functions
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