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Abstract. Nonlinear feedback shift registers (NLFSRs) are basic com-
ponents, typically found in stream ciphers and other cryptosystems.
The main purpose of these components is to generate pseudorandom
sequences of bits. There is no mathematical foundation on how to con-
struct an NLFSR feedback function with optimal period. In this work, we
review the existing NLFSR feedback functions, and propose new func-
tions with optimal periods.
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1 Introduction

One of the most prevalent tools used to generate pseudo-random sequences is the
feedback shift register (FSR). FSRs have various applications such as data com-
pression [1], cryptography [2], error detection and correction [3] and testing [4].
Research on LFSRs has been developed since early 1960’s [5].

Depending on its internal feedback function, the FSR can be either linear
(LFSR) or nonlinear (NLFSR). The area of LFSRs is considered well-known
and most of the LFSR fundamental problems are solved. A designer only has
to use a primitive generator polynomial in order to build a LFSR of size n bits
with a maximum period.

Unlike LFSR, the state in NLFSR is a non-linear transformation of the previ-
ous state [6]. The importance of NLFSR comes from its ability to produce a very
secure pseudorandom sequence which is hard to break. Thus, to determine the
structure of an NLFSR, at least ©(2") sequence bits are needed, where n is the
register size 7], while only 2n bits are needed to determine the structure of an
LFSR. However, NLFSRs still have many fundamental problems, which remain
open even with well-known theory. A systematic method to construct an NLFSR
with optimal periods is the most significant problem to be solved. This problem
remains challenging since there is no mathematical foundation supporting it.

In this paper, we propose new feedback functions with optimal periods for
NLFSRs by construction. The rest of the paper is organized as follows. Section 2
presents the concept of feedback shift registers and related definitions. Section 3
reviews the existing NLFSR feedback functions which have optimal periods.
Section 4 describes our construction method. Section 5 presents the new feedback
functions. Finally, Section 6 concludes and outlines future work.



2 Preliminaries

An FSR consists of a shift-register to store the state, and a function to com-
pute the feedback bit. The register has n binary storage cells, each cell i €
{0, 1,...,n— 1} holds a single bit z; in the state register. The feedback func-
tion f : {0,1}™ — {0, 1} computes a feedback bit used as an input to the register
to update the state using a shift operation. Fig. 1 illustrates an n-bit FSR general
structure.

nput —spn—1 [+ p—2 [+ o —>= () = output
Y Y
4< feedback function )<—
Fig.1: An n-bit FSR general structure
The state of an FSR is presented by a vector of bits X = (zg,z1,... ,Zn-1).

An FSR generates a pseudorandom sequence of bits obtained by extracting the
bits from the shift-register one-by-one. The initial state X is a seed used to gen-
erate the output sequence of bits. From the current state, the feedback function
computes ,, which is the input to the FSR and it updates the input cell (n—1),
while the value z( of the cell 0 determines the output of the FSR.

Due to the limitation of register size, n, there will be a repeated state even-
tually (when all the 2" states are exhausted). The period of the FSR is defined
as the length of the longest unrepeated output sequence. Let us now proceed
formally.

Definition 1: Let Fy be the binary finite field and Fa[z] represent the ring
of polynomials in undefined value of x with coefficients taken from Fy. Assume
that, F% is an n-dimensional vector space over Fo which consists of n-tuples of
Fs elements. Each function from FZ to Iy is represented by a Boolean function
of n variables. The elements sequence s = (g, 1, ... ) of Fy is known as a binary
sequence. The sequence s = (s;);-, is periodic when there is a positive integer
w such that s;y,, = s;, Vi > 0. The least such positive integer is called a period.

In a binary n-stage FSR, 5 is mapped into F5 as shown below, where F is
the mapping function:

F(.I‘Q,Jil,... ,l‘n_l) = ((.131,... 73771—17.]0(3;073717--- ,an_l))

The feedback function is the Boolean function f over n-variables. If F' is a
linear transformation from Fy to itself, it is called a linear feedback shift regis-
ter (LFSR), otherwise it is called a nonlinear feedback shift register (NLFSR).
Moreover, if the function F' is mapped as a bijection, it is called non-singular [8].



LFSRs have feedback functions of the following type:
f(IO7I17"' axn—l) = Cp *Xo @Cl -1 D e Cp—1 " Tp-—1

where ¢; € {0,1} for i € {0,1,... ,n — 1}). All terms in an LFSR are linear, like
(¢; - z;). However, NLFSRs include nonlinear terms. For example, an NLFSR of
degree 2 includes at least one term of the form (z; - z;), where ¢ # j.

Definition 2: The sequence of de Bruijn (ag, ... ,as:_1) of order n which
consists of elements from Fo has a period of 2" where each n-tuples appears
exactly once.

Sainte-Marie [9] and de Bruijn [10,11] show that the number of sequences
which are cyclic equivalent is given by:

B, =22 ' (1)

Definition 3: The modified version of de Bruijn sequence (ao, ..., asn_2) of
order n is a sequence which has a period of 2"~ 1.

In FSR, the all-zeroes state (X = 0) should not be allowed at any given
point, or otherwise the FSR will remain locked up at this state. If X = 0, then
f(X) = 0 for all new states. Hence, the sequence s will be all zeros. Therefore,
the maximum period of an FSR of size n is at most 2 — 1. It is important
to include the output bit xy in the feedback function to maximize the period.
Hence, the FSR can take the following form:

f(m()al:lw" ,l'n_l) = To +g(-171,132,... 71'n_1) (2)

Where ¢ denotes to a Boolean function on n — 1 variables.

Mayhew and Golomb [11] investigated sequences satisfying Definition 3. Gam-
mel et al. [12] called these sequences primitive. In LFSRs, these sequences can
be produced using primitive polynomials and the theory of such sequences is
well-understood [13].

The primitive sequence is a significant factor in the applications of cryp-
tography. The number of primitive sequences jointly (in linear and nonlinear
functions) is given by B,, in (1). We have ¢(2"~1)/n primitive LFSRs, where ¢
refers to the Euler phi function. Since we have 22" Boolean functions on n — 1
variables, the probability of selecting a primitive NLFSR function of the form
in (2) is given by:

(22" 1
92n=1 " 9n
Thus, there are more NLFSRs than LFSRs [8].

Berlekamp-Massey algorithm [14] can be used to generate a given binary
sequence of a minimal LFSR. Golomb’s postulates [5] have characterized the
properties of sequences created by LFSRs statistically.

In LFSR system, there is a unique transformation between the configura-
tions of Galois and Fibonacci. Therefore, we can reverse the order of LFSR's
feedback taps and adjust the initial state to get the configuration of Galois from
Fibonacci (or vice versa). In contrast, the NLFSR system does not have a unique
transformation between Fibonacci and Galois configurations [15,16,17].

(3)



3 Literature Review

Many researchers focused on non-linear feedback shift register functions with
optimal periods. However, much of their work is either restricted to particular
cases [18,19], or limited to a subset of functions for particular values of n (like
n=1,3,4,11-13, 15-17, 19-21, 23, 31-33) [20]. Generally, the NLFSR problem
is very hard due to the lack of the mathematical foundation on how to construct
the feedback functions that give optimal periods.

An NLFSR can be implemented using either Fibonacci or Galois configu-
ration. The Fibonacci configuration applies the feedback only to the input cell
(n — 1) of the shift register as shown in Fig. 1, while the Galois configuration is
able to potentially apply the feedback to any cell. Fig. 2 shows a 4-bit Fibonacci
NLFSR with its feedback function f(zg,z1, z2,23) = o 1 ® T2 & T1 - T2.

3 = 2 = 1 0

Fig.2: A 4-bit Fibonacci NLFSR example. [21]

Dubrova [21] presented Fibonacci NLFSR feedback functions of degree 2,
with optimal periods of 2" — 1, for 4 < n < 25, in the following three types:

— Type 11 f(zo,21,... ,Tp_1) = 2o D Tq ® Tp B T¢ - Ty
7Typ62 f(I07x17"'axn—l):wo@xa@xb'xc@xd'xe
—Typ83 f(x07x17"'axnfl):xo@xa@xb@xc@xd@xe'xh

where a,b,c,d,e,h € {1,2,... ,n— 1}, z; € {0,1}, and the addition (XOR) and
multiplication (AND) operations are in modulo 2.

Mandal and Gong [22] have defined the relation between an NLFSR and a
regular directed graph on a field extension. They assumed two states k" and (k+
1)%t such that Sy = (ag, @ri1,--- > 0hin_1) and Spi1 = (@ky1, kg2, - > Ahin),
where Si11 = f(Sk), for k > 0 and f refers to the feedback function. They used
G = (V, E) to be the directed graph defined as follows:

— Each state S}, is denoted as a vertex vy € V.
— There is a directed edge e € E between the state Sy to the state S}'CH.

. , . p o o
= Si1 = (apy1,ak42, - 5 Gnyk—1,a5,, ), Where aj, . # @), i # j, for i =
1,2,3,... 2.



The directed graph (G) here is called de Bruijn graph [10,23], which consists
of 27 regular graphs along with [V| = 29" and |E| = 29"+, They relied on a
uniform probability distribution {2 to define the random feedback functions, as:

F:(f7“(2)

1
where the uniform probability is computed by p; = 50 for j=1,2,...,2%. The

input state is Sy, and the output of F is S, (F(Sk) = Si.1) for some values
of 4 which is selected depending on f and (2 where S}, is not generated by
F. Let Sy be an initial state, then the random NLFSR sequence, that F' can
generate, is given by a = {ag, a1, ... ,ak,ax+1,-..} and the sequence period is
P, for Sy = FF(Sy), where FZ(S) = FP=1(F(S)).

Mandal and Gong used a random walk definition on the directed graph G.
They used it among the vertices vy and vg41 imposing the distribution of uniform
probability defined as follows:

— Assume S and Sjy1 are the states which are corresponding to the vertices
v, and V1.
— Next, at v, the random walk selects randomly vj1 according to F' beneath

1
uniform distribution Pr(Sk11 = F(Sk)) = 50

Motwan et al.[24] and Banderier et al. [25] considered a basic random walk
R(P) on the directed graph G of length P which works as follows:

— Start from any vertex vy.

The next vertex v; will be selected from vy with probability Pr(S; =

1
F(Sy)) = 20 if v1 has not been visited yet.
Repeat the second step until it finds vy.

If v has been found, stop.

Therefore, the sequence {a;} generated by F' and the random walk are equiva-
lent. Obtaining the value of P in R(P) means obtaining the NLFSR sequence
period [25].

4 Constructing NLFSR Feedback Functions

In this work, we propose and use an efficient sequential NLFSR function con-
struction method, which sequentially enumerates all feedback functions of a de-
sired type. We then compute the period for each feedback function and verify its
optimality. The normal straightforward method to check all values located in a
register is very expensive in terms of both time and computational power since
the number of functions grows exponentially in terms of n.



4.1 Proposed Construction Method
The proposed construction method consists of two parts:

1. Sequential Function Generator (SFG): which is an enumeration of the feed-
back functions. Thus, given a specific type of a function f and its size n, the
SFG sequentially increments the indices of the variables (x4, zp, z.,...) in
f such that all nonequivalent functions are enumerated. Since zq is a fixed
input in all the three types of feedback functions, all other indices are chosen
relatively to xg such that the constructed functions are nonequivalent. For
the linear terms of f, the first index a is initially assigned to 1, while the next
index b (in types 1 and 3) is assigned to a + 1 and sequentially incremented.
When b reaches to the end, the previous index a is incremented and b is reset
to a + 1 again, and so on. The enumeration of the nonlinear terms of f is
done similarly.

2. Period-Testing Algorithm: which tests whether the generated function f has
an optimal period of 2" — 1 or not. This algorithm selects a predefined seed
(Xo) and starts searching from this point. We prove in Sect.4.2 that the
seed must appear again in the register since it generates a cycle of periodic
states as shown in Fig. 3a. The length of the generated cycle is the period.
We argue that the seed cannot be outside the state cycle (Fig.3b). For a
given value of n, if the seed Xy appears after 2 — 1 shift operations, then
the maximum period of the given function f is achieved, and f is reported
as a feedback function with an optimal period. Otherwise, the function f
does not have an optimal period.

4.2 Proof of Correctness

For a seed generating a periodic bit sequence of length p, the seed must also
generates p periodic states in the register where each bit in the sequence is the
right-most bit in the corresponding state. We examine two scenarios: (A) the
seed generates p — 1 states then it comes back to itself to make a cycle of length
p that includes the seed, and (B) the seed generates a number of states outside
the cycle, then it generates p states in a cycle that excludes the seed. Figure 3
illustrates these two scenarios.

In order to properly check for NLFSR periods, our Period-Testing algorithm
is based on the following observation: Given a feedback function f of some
NLFSR, and its size n, it is sufficient to monitor the state of the register to
find the period. This observation follows from the following easy-to-prove theo-
rem, which rules out Scenario B.

Theorem 1. An NLFSR repeats the same bit sequence if and only if the seed
appears again in the register.

Proof. First, if the seed appears again in the register, then proving that the
NLFSR will repeat the sequence s = (sg, $1,...) is straightforward. Second,
to prove the converse, let y = (yo,y1,---,Yn—1) and z = (20,21, .- ,2n—1) be



two states such that the NLFSR repeats the same sequence s = (s, $1,-..)
if y or z appears in the register (Fig.3b). Since the first output bit so is the
one in the cell 0 of the register, it should be the first bit in y and z, which
implies sg = yg = z¢. Similarly, the second output bit s; = y; = z; after a shift

operation, and hence, the ¥ output bit s;_; = y;_1 = z_1, for i = 1,2,... ,n.
Therefore, the two states y and z generate the same output sequence of bits if
and only if y = 2. a

Z(1hay

=
(a) The seed belongs to the cycle. (b) The seed is outside the cycle.

Fig. 3: Two scenarios for a seed generating periodic states

By construction, the feedback functions generated by the proposed SFG are
pairwise nonequivalent. Therefore, they are expected to output nonequivalent
pseudorandom bit sequences.

5 New NLFSR Functions with Optimal Periods

In this work, we verify all feedback functions listed by Dubrova [21] for differ-
ent values of n < 25 using our Period-Testing algorithm introduced in Sect. 4.
We found that all functions give optimal periods. However, the list in [21] is
incomplete, and many feedback functions are missing. We extend Dubrova's
work by constructing all missing feedback functions with optimal periods for all
n =4,5,...,19. These function are pairwise nonequivalent and different from the
existing ones.

Table 1 summarizes the improvement achieved by our construction method
in each type of the feedback functions considered by Dubrova [21]. The complete
lists of all proposed NLFSR feedback functions with optimal periods are given
in Sections 5.1, 5.2 and 5.3 for the functions of types 1, 2 and 3 respectively. If
a constructed function with optimal period is equivalent to an existing function
in [21], it will not be listed here.



Table 1: Number of NLFSR feedback functions for 4 <n < 19
Type|Proposed|Existing| Total
1 59 61 120
2 209 209 418
3 157 155 312

5.1 Proposed Functions of Type 1

Our construction method found 59 new functions with optimal periods for n =
4...16. However, no new functions were found for n = 17, 18 or 19. The new
feedback functions of type 1 that have optimal periods are listed below. Each
entry below is of the form n (0,a,b,c,d) where n is the size of the feedback
function, and a, b, ¢ and d are the indices of the variables in type 1 functions
defined in Sect. 3.

4(0,2,3,1,2) 7(0,3,6,4,6) 9 (0,5,7,4,5)
4(0,2,3,1,3) 7(0,5,6,1,5) 10 (0,2,9,3,4)
4(0,2,3,2,3) 8(0,2,7,1,7) 10 (0,5,6,1,6)
5(0,2,4,1,4) 8(0,2,7,2,3) 10 (0,5, 6,2, 6)
5(0,2,4,2,3) 8 (0,2,7,3,4) 10 (0,5,6,4,8)
5(0,2,4,2,4) 8 (0,2,7,4,6) 10 (0,5,8,5,9)
5(0,3,4,1,3) 8 (0,2,7,6,7) 10 (0,6,9,3,7)

6 (0,2,5,2,5) 8 (0,3,6,1,5) 10 (0,8,9,1,2)

6 (0,3,4,1,5) 8 (0,3,6,3,4) 11 (0,2, 10,7, 10)
6 (0,3,4,2,4) 8 (0,3,6,4,6) 11 (0,3,9,2,5)

6 (0,3,4,3,4) 8 (0,3,7,3,7) 11 (0,6,9,2, 10)
6 (0,3,4,3,5) 8 (0,4,5,1,2) 12 (0,4,9,3,9)

6 (0,3,5,1,5) 8 (0,4,5,1,4) 12 (0,5,8,5,8)

6 (0,4,5,2,4) 8 (0,4,5,1,6) 12 (0,5,8,5,11)
6 (0,4,5,4,5) 8 (0,4,5,2,4) 13 (0,2,12,4,8)
7(0,2,6,1,3) 8 (0,4,5,4,5) 13 (0,5,9,3,4)
7(0,2,6,2,4) 8 (0,4,5,4,6) 14 (0,12,13,2,7)
7 (0,2,6,2,6) 9 (0,3,8,1,5) 15 (0,6,10,4,13)
7 (0,3,5,2,5) 9 (0,3,8,3,5) 16 (0,3, 14,13, 14)
7(0,3,5,5,6) 9 (0,5,6,2,6)

5.2 Proposed Functions of Type 2

For type 2 functions, we propose 209 new feedback functions with optimal periods
for n =4...19. The proposed feedback functions of type 2 are listed below. The
entries are of the form n (0,a,b, ¢, d, e) where n is the size of the function, and
a, b, ¢, d and e are the indices in type 2 functions.
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6 Conclusion

In this work, we verified previous study done by Dubrova which provides a list
of NLFSR feedback functions in the range (4 < n < 25). These functions are of
three predefined types, and they all have the optimal period of 2" — 1 where n is
the size of the register. Since Dubrova's work did not list all feedback functions
for many values of n in the specified range, we closed the gap by proposing the
missing feedback functions with optimal periods for all n = 4,5,---,19. The
construction method of these functions is briefly explained. As for future work,
we suggest extending this work in two ways: (1) construct feedback functions
with larger values of n, and (2) explore different types of feedback functions
and search for new types with more functions with optimal periods. Since all
feedback functions considered in this work are of degree 2, we may also extend
the search to include degree 3 functions.
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