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Abstract
With the expansion of Internet of Things (IoT) devices, security is an important issue as
attacks are constantly gaining more complex. Traditional attack detection methods in IoT
systems have difficulty being able to process real-time and access limitations. To address
these challenges, a stacking-based Tiny Machine Learning (TinyML) models has been
proposed for attack detection in IoT networks. This ensures detection efficiently and with-
out additional computational overhead. The experiments have been conducted using
the publicly available ToN-IoT dataset, comprising a total of 461,008 labeled instances
with 10 types of attacks categories. Some amount of data preprocessing has been done
applying methods such as label encoding, feature selection, and data standardization.
A stacking ensemble learning technique uses multiple models combining lightweight
Decision Tree (DT) and small Neural Network (NN) to aggregate power of the system
and generalize. The performance of the model is evaluated by accuracy, precision, recall,
F1-score, specificity, and false positive rate (FPR). Experimental results demonstrate
that the stacked TinyML model is superior to traditional ML methods in terms of efficiency
and detection performance, and its accuracy rate is 99.98%. It has an average inference
latency of 0.12 ms and an estimated power consumption of 0.01 mW.

1 Introduction
The proliferation of IoT has revolutionized industries by means of an efficient automation
and communication support. IoT networks are simple prey to attackers due to the presence of
devastating vulnerabilities generated by its growth [1]. These comprise botnet attacks, DDoS
attacks, malware-infections, which may be very risky to the IoT environment and put at risk
user data [2]. Therefore, there is an increasing need for advanced threat detection systems that
are portable and efficient, which provides a motivation for studying on [3].

Existing Studies show that ML based IDS are promising for detecting cyber threats online
[4,5]. But conventional ML models are not applied to limited resource IoT devices due to
its high processing overhead [6]. Such are the main problems that TinyML addresses, which
allow ML models to directly run on edge devices at real-time low power consumption, is one
of the plausible solutions to these problems [7]. TinyML-powered IDS are able to overcome
latency and confidentiality concerns, offering enhanced security by eliminating the reliance
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on cloud-based technologies [8]. Apart from its compatibility with the IoT, there are other
advantages offered by TinyML that are especially helpful within practical security contexts.
One of its great attributes is its extremely low power consumption, so it works well on bat-
ter and is long-lasting, needing to be replaced only after long intervals. IoT sensors located
in remote or inaccessible settings need this capability. Furthermore, TinyML allows for real-
time inference, which is important for reducing latency by not having to send data to central
cloud servers for processing [9]. It not only enhances the speed, but also makes the security
and privacy of data better because the private data could be computed and analyzed locally
and be processed without leaking network flaws. Small and lightweight, TinyML models can
be deployed on embedded devices and micro-controllers with limited memory and process-
ing resources [10]. Added together the combination makes TinyML an inexpensive, secure
and anonymous method for disseminating low cost and reliable intrusion detection systems in
the emerging IoT landscape [11]. In this work, a Stacking TinyML model has been proposed
to address these challenges and train and test an attack detection procedure using the ToN IoT
dataset [12].

In this work, the ensemble approach is used to exploit the prediction ability of many base
models to enhance overall performance. First, the process is initialized with a few basic learn-
ers that are learned independently on the same dataset ToN-IoT. Next, a meta-classifier is fed
with their predicted outputs as input features and trained to optimally combine them to out-
put the final predictions. Here the strengths of two models including lightweight DTs and
small NNs has been stacked, both TinyML-optimal to an extent. Generalization, detection
accuracy, and dependability are enhanced by meta-classifying the actual classifier using a
Logistic Regression (LR) on the results of the base learners. The model has also been com-
pared with the existing work including Kalidindi et al. [13], Arcot et al. [10], Agrawal et al.
[9], Alwaisi et al. [14], Odat et al. [2] and Katib et al. [4] used the different ML and TinyML
techniques achieving the accuracies of 92.4%, 94.90%, 96.45%, 96.9%, 98% and 98.11%
respectively. By utilizing an optimized meta-classifier LR and combining the individual
strengths of multiple base learners, the model is able to overcome the limitations of individ-
ual TinyML models. Moreover, the ToN-IoT dataset comprised of real IoT traffic data pro-
vides a comprehensive testbed for measuring model performance under a variety of attack
conditions.

1.1 Contribution
Themain contribution of the paper is as follows:

• Proposed a TinyML model for attack detection based on Stacking that improves detection
accuracy in IoT networks by introducing an ensemble strategy combining small NN and
lightweight DT.

• Adapted to IoT devices with limited resources guarantees extremely low latency (0.12 ms)
and low power consumption (0.01 mW), which qualifies it for microcontroller real-time
deployment.

• Utilized feature selection techniques to improve classification performance, the most perti-
nent features are chosen using the small random forest (RF).

• Outperforms traditional ML models and single TinyML in attack detection, achieving
99.98% accuracy using the ToN-IoT dataset.

• Highlights the stacking method’s resilience, scalability, and efficiency in identifying chang-
ing cyber risks, proving its superiority over traditional TinyML models.
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1.2 Structure of the paper
The structure of the paper is organized as follows: The Introduction section explains about
the motivation, problem description, and contribution. The Literature review section reviews
the attack detection in IoT networks utilizing TinyML and conventional ML approaches. The
proposed methodology section proposes the architecture of the lightweight DT, the small
NN, and the stacking-based TinyML model along with the dataset description and data pre-
processing techniques. The Results and analysis Section describes the experimental results
which are examined thoroughly and covers performance indicators including accuracy, pre-
cision, recall, F1-score and inference latency. Conclusion and future work Section concludes
the study and suggests possible work for future research.

2 Literature review
AnML-based approach to Android malware detection that utilizes co-existing static fea-
tures such as permissions and API calls is introduced by Odat et al. [2]. The model supposes
that, unlike benign applications, malware needs unusual APIs and permissions. In order
to verify this, Drebin, Malgenome, and MalDroid2020 Android APK datasets were used to
generate a dataset with co-existent features at varied combination levels. Various ML clas-
sifiers were used once the most prominent features were acquired with the help of the FP-
growth approach. Using the RF classifier, model accuracy was maximum at 98%. By reaching
98% accuracy for Malgenome and 95% for Drebin, against 87% and 93%, respectively. Bot-
net attacks pose a significant cybersecurity threat as they allow hackers to exploit connected
devices for harmful purposes. Kalidindi et al. [13] suggested a Deep Learning (DL) botnet
detection model for IoT networks. The procedure starts with the collection of log data and
then quantile normalization for data preparation. Feature selection is performed using Infor-
mation Gain (IG) and City Block Distance, and oversampling is used for data augmentation.
A Convolutional Neural Network Integrated with Deep Stacked Autoencoder (CNN-FDSA)
is employed to output the final detection. The model presented achieves efficient botnet detec-
tion with minimal False Positive Rate (8.2%) while achieving higher accuracy (92.4%), recall
(90.3%), and precision (91.6%).

Dai et al. [15] uses autoencoders for anomaly detection using the CIC-MalMem-2022
dataset to address the difficulty of current intrusion detection systems in detecting zero-
day attacks. After integrating the trained autoencoder with RF and XGBoost, the models
XGBoost-AE and RF-AE are produced. Using TensorFlow Lite Micro and lightweight ML
models on microcontrollers, Agrawal et al. [9] created TinyAP, an intelligent access point.
A Raspberry Pi 3 B+ serves as the system’s access point, while an Arduino Nano 33 BLE Sense
runs Pretrained TinyML models. Multilayer Perceptron (MLP) models were optimized for
deployment using Neural Architecture Search (NAS). TinyAP demonstrated 96.45% average
accuracy in testing on a dataset of 13 different forms of Wi-Fi attacks, Comparing multiclass
classification to traditional MLP models, the accuracy was 95.19% with just slight decreases.

IoT environments rely on edge devices, but due to their low storage and processing capac-
ities, they are susceptible to security threats. Latency caused by conventional ML models run-
ning on GPUs, CPUs, and cloud servers delays the detection of threats. To circumvent this,
Arcot et al. [10] employ TinyML to model optimization for resource-constrained edge devices
via TensorFlow Lite. Their tests on the USTC-TFC2016 and Ransomware PCAP datasets
examine the quantization technique (QAT) by striking a balance between inference time,
model size, and accuracy. QAT achieved 94.90% accuracy on the USTC-TFC2016, and static
int8 reduced the model size to 12.46 MB. By lowering DenseNet169’s size to 23.99 MB while
maintaining 38.89% accuracy for the Ransomware dataset, static float16 illustrated TinyML’s
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trade-offs for apps related to cybersecurity. Mohamad et al. [16] suggests evaluating Android
malware detection using several ML approaches including RF, AdaBoost, J48, MLP and KNN.
To find out which traits were best in differentiating malware, this study used the feature selec-
tion approach. Five thousand samples of Drebin malware and 5,000 samples of Androzoo
benign samples were used in total.

Oliullah et al. [17] employ a two-step authentication procedure, which begins with anony-
mous authentication utilizing a secret ID using Elliptic Curve Cryptography (ECC). For users
whose behavior is deemed questionable, an intrusion detection technique is subsequently
used. A suitable method for the integration of ML-based attack detection within IoT systems
is tinyML. Alwaisi et al. [18] compared ML models and their consumption of power, mem-
ory, and efficiency for detecting attacks in which limited resources are analyzed. Based on
their findings, the DT model itself is advantageous than other options. The possibility of the
TinyML model for IoT network security is proven using 96.9% accuracy. This work paves the
way for realizing TinyML based security solutions in real-time IoT systems.

Arshad et al. [19] proposed a Trust-based Hybrid Cooperative RPL protocol (THC-RPL)
that identifies malicious Sybil nodes in an RPL-based IoT network. Since the requirements
of the IoT are very different from what the Internet can provide at the moment, the IoT has
increasingly incorporated disparate technologies like Wireless Sensor Networks (WSN) and
Mobile Ad hoc Networks (MANETs). Using Z-score normalization for the feature extraction
by Fennec Fox Optimization Algorithm (FFA) and the GLMS-BiLSTM for anomaly detection,
Katib et al. [4] present the DLTML-RTADPM (TinyML Driven Real-time Anomaly Detec-
tion for Predictive Maintenance) technique. The JOA is applied for hyperparameters tuning of
detection performance. In as much as anomaly detection in IoT environments is concerned,
experimental results show that the DLTML-RTADPM performs better than other methods
with a remarkable accuracy of 98.11%. Towards enhancing malware detection efficacy and
precision, Kauser et al. [20] provides a hybrid deep learning model (DBN-GRU) that inte-
grates Gated Recurrent Units (GRU) for dynamic behavior modeling and Deep Belief Net-
works (DBN) for static analysis. Precise analysis of application behavior is facilitated by the
model’s extraction of static (permissions, API calls, intent filters) and dynamic properties
from Android APKs.

Yang et al. [21] proposes a cloud-edge collaborating data anomaly identification technique
for industrial sensor networks using sensor data detection models at edges and cloud-based
analysis models. The former uses Gaussian and Bayesian methods to filter the large amount
of data from sensors generated during industrial sensor network operation, lowering traffic
load. Only when the network is abnormal does it upload every sensor’s information to the
sensors data evaluation model for analysis. GCRL-based anomaly detection uses Long Short-
Term Memory network (LSTM) and Graph Convolutional Network (GCN) to extract spa-
tial and temporal sensor data features. The suggested method is extensively tested using two
open industrial sensor network datasets and baseline anomaly detection models. Tawfik et al.
[22] suggests a unique framework for intrusion detection in fog and IoT networks that com-
bines stacked autoencoders, CatBoost, and an optimized transformer-CNN-LSTM ensemble.
Autoencoders reduce the dimensionality of the efficiency at fog nodes while extracting robust
characteristics from high-dimensional traffic data. CatBoost uses predictive selection to hone
characteristics. For thorough cloud traffic analysis, the ensemble model integrates recurrence,
convolutions, and self-attention. Sankaranarayanan et al. [23] presented a stacking-based
ensemble classifier to multi-class classify harmful URLs on larger URL datasets to demon-
strate its robustness. This study employs URL lexical properties to identify fraudulent web-
sites. RF, XGBoost, LightGBM, and CatBoost are used to create the stacking-based ensem-
ble classifier. Additionally, the proposed classifier was optimized using Randomized Search
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hyperparameter tuning. The stacking-based ensemble classifier aggregates ML model output
to improve prediction accuracy. RF, XGBoost, LightGBM, and CatBoost have classification
accuracies of 93.6%, 95.2%, 95.7%, and 94.8%, respectively. The stacking-based ensemble clas-
sifier can classify four dangerous URL classes (phishing, malware, defacement, and benign)
with 96.8% accuracy.

2.1 Summary
ML and DL techniques for identifying malware, botnet attacks, and network intrusions have
been thoroughly studied in recent IoT and mobile security research. While some studies have
relied on network traffic data and system logs, others have used static elements from Android
APKs, such as permissions, intent filters, and API calls. To improve classifier performance,
feature selection techniques such as FP-Growth, Information Gain, and FFA have been used.
Models with high detection accuracy often over 90% include several ML and DL techniques
like RF, CNN-Autoencoders, DBN-GRU hybrids, and stacking-based ensembles. The efficacy
of these methods has been demonstrated by validation on popular datasets such as Drebin,
BoT-IoT, CIC-MalMem-2022, and Ransomware PCAP. However, the actual implementation
of these models in edge-based IoT networks is limited due to their need on huge memory,
centralized processing, and high computational power.

TinyML has surfaced as a promising substitute to overcome these constraints, allowing ML
inference on microcontrollers and ultra-low-power devices. Unlike GPU- or cloud-based ML
and DL models, tinyML models use pruning, quantization, and structural search to reduce
size, memory, and energy usage. This makes them perfect for real-time attack detection on
small devices like the Raspberry Pi Pico, Arduino Nano, and ESP32. Deploy models at the
edge to reduce latency and eliminate the need for continuous internet access, which are cru-
cial for mission-critical IoT applications. Research like TinyAP and DLTML-RTADPM shows
that TinyML-based approaches are more efficient, responsive, and accurate than other meth-
ods, making them the best choice for next-generation IoT network security.

3 Proposed methodology
This section represents the proposed methodology developing a stacking-based lightweight
TinyML model combining the strengths of lightweight DL and small NN models for the iden-
tification of attacks in IoT networks. The methodology includes several steps like dataset
overview, data preparation, model training and the proposed TinyML model architecture,
also shown by the Algorithm 1. Utilizing quantization and other optimization methods,
the model has been optimized for low-power inference, enabling real-time microcontroller
deployment. A detailed explanation of each step is provided in Fig 1.

3.1 Dataset description
Network traffic from IoT networks and data from IoT services developed by UNSW Can-
berra’s Cyber Range and IoT Labs are among the many sources of data included in the TON-
IoT dataset collection at https://research.unsw.edu.au/projects/toniot-datasets [24]. They
stored the generated data in a CSV file. The two main directories for the provided datasets
are “Processed datasets” and “Train Test datasets.” In the “Processed datasets” subdirectory,
CSV files containing a prepared version of the datasets with their typical attributes and labels
are kept. Sample datasets from the ‘Train Test datasets’ folder are used as train-test datasets
in a CSV format that are selected to assess the accuracy and efficacy of ML and cybersecurity
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Fig 1. Proposed methodology.

https://doi.org/10.1371/journal.pone.0329227.g001

technologies. There are a total of 461,043 samples with 45 features in the dataset. A ‘label’ fea-
ture distinguishes between malicious and usual data and a ‘type’ feature distinguishes between
the various attack types including ransomware, XSS, backdoors, injections, DoS, DDoS, pass-
words, scanning, and MITM are built into the suggested dataset. Table 1 represents the attack
statistics of different classes.

Table 1. Attack statistics of different classes.
Class Attack Value
0 Backdoor 20,000
1 DDoS 20,000
2 DoS 20,000
3 Injection 20,000
4 MITM 1043
5 Normal 300,000
6 Password 20,000
7 Ransomware 20,000
8 Scanning 20,000
9 XSS 20,000

https://doi.org/10.1371/journal.pone.0329227.t001
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3.2 Data preprocessing
To ensure increased accuracy and efficiency, data preparation is an essential step in get-
ting raw data ready for ML models [25]. Categorical feature encoding, feature selection, and
dataset splitting into training and testing sets are some of the sub-steps involved. These pro-
cedures aid in converting unstructured data into a format that can be used for evaluation
and modeling, especially in TinyML contexts where computational performance is crucial
[26].

3.2.1 Encoding techniques. Categorical variables included in real-world datasets fre-
quently need to be transformed into numerical form to be utilized in ML models. Encod-
ing is the term for this conversion procedure where Label Encoding, which gives categories
numerical values has been used in this study. To improve memory efficiency, especially in
TinyML contexts with limited resources, Label Encoding was selected over One-Hot Encod-
ing. For embedded devices, One-Hot Encoding is not feasible because to its substantial
increase in dimensionality, which raises memory consumption and computational over-
head. To ensure effective model execution without requiring excessive resource demands,
Label Encoding preserves categorical linkages while maintaining a compact representation
[14].

3.2.2 Feature selection. To increase model efficiency, feature selection entails determin-
ing which features are most pertinent while eliminating superfluous, redundant, or highly
linked features. Choosing lightweight features is crucial for TinyML applications to save
memory and computational effort. Table 2 represents the top 15 selected features from the
dataset using the small RF. The reduction improves the efficiency of ML models in dimen-
sionality, which qualifies them for use on microcontrollers with constrained processing capa-
bility [27]. A lightweight RF has fewer trees and less depth than typical RF models, which can
be challenging to compute. This makes it appropriate for contexts with limited resources, like
microcontrollers. By ranking features according to their relevance ratings, this strategy elimi-
nates redundant or unimportant attributes while enabling the selection of the most significant
ones. The model achieves faster inference, reduced memory consumption, and enhanced gen-
eralization by shrinking the feature space all of which are critical for TinyML implementation.

Table 2. Selected features of the ToN-IoT dataset.
Features Importance Description
type 0.228743 Type of network flow.
srcip 0.206523 Source IP address of the network packet.
ts 0.102907 Timestamp of the network packet capture.
proto 0.085659 Protocol used in the packet.
dstport 0.071572 Destination port number associated with the packet.
dstip 0.057167 Destination IP address of the network packet.
srcipbytes 0.049785 Number of bytes transmitted by the source IP.
srcpkts 0.031956 Number of packets sent to the source IP.
dstippkts 0.0266630 Number of packets sent to the destination IP.
connstate 0.022293 Connection state.
srcport 0.019904 Source port number used for communication.
dstpkts 0.019423 Number of packets received by the destination IP.
duration 0.012966 Duration of the connection in seconds.
dstbytes 0.017122 Number of bytes received by the destination IP.
dnsRD 0.010310 DNS Recursion Desired flag, indicating if recursive

query resolution is requested.

https://doi.org/10.1371/journal.pone.0329227.t002
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RF is a great option for choosing features that optimize classification performance while low-
ering computing overhead because it is also resistant to noise and capable of handling non-
linear relationships. To differentiate between malicious and legitimate network activity, the
selected features are essential.

3.2.3 Data standardization and class imbalance. Data Standardization helps TinyML
models achieve better latency inference efficiency on microcontrollers, increasing conver-
gence, and reduce power consumption [28]. There is also a class imbalance where, 161,043
are the attack occurrences against 300,000 normal samples. The Synthetic Minority Over-
sampling Technique (SMOTE) has been used to create synthetic samples for the minority
class to rectify this imbalance. This technique balances the dataset by learning the model
meaningful patterns for all threat types, improving detection accuracy and reducing majority
class biasness.

3.2.4 Dataset splitting. The preprocessed dataset has been split into training (80%) and
testing sets (20%) to see how well the model works. The training set is used to fit the models,
while the testing set helps to measure how well they generalize.

3.3 Model training
A critical component in TinyML is model training, which entails maximizing ML models’
performance on resource-constrained embedded systems. For real-time prediction on con-
trollers and low-power edge devices, TinyML models need to be computationally stream-
lined, lightweight, and memory-efficient, in contrast to typical ML models made for high-
performance computing environments. Feature and model selection, optimization methods,
and transformation into a deployable format, such as TensorFlow Lite, are all part of the train-
ing process. Since they strike a mix between accuracy and processing efficiency, DT and small
NN are the most popular models employed in TinyML. The OneVsRestClassifier has been
used with the DT model to handle multi-class classification effectively by breaking it down
into multiple binary classification problems. This approach allows the model to independently
learn decision boundaries for each class, improving interpretability and computational effi-
ciency in TinyML environments. Additionally, it ensures flexibility in handling imbalanced
class distributions within the dataset. Compact datasets are used to train these models, and
lightweight activation functions, quantization, and pruning are used to optimize them. The
lightweight DT and small NN for TinyML are defined as:

3.3.1 Decision tree for TinyML. A decision tree is a tree-like framework in which the
leaves stand for the anticipated class and each node for a decision rule determined by a fea-
ture [29]. Being based on splitting the feature space, it is suitable for TinyML classification
tasks which are not too hard. In practice, a DT uses a recursive splitting rule based on the
entropy or Gini impurity at each node in the tree. The entropy and the information gain (IG)
of a dataset S for the splitting criteria are calculated by Eqs 1 and 2.

H(S) = –
c
∑
i=1

pi log2 pi (1)

where pi is the instance proportion belonging to class i.

IG =H(S) –
m
∑
j=1

|Sj|
|S|

H(Sj) (2)
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Algorithm 1. Stacking TinyMLmodel workflow.

1: Input: ToN-IoT Dataset

2: Output: Optimized Stacking TinyML Model for Microcon-

trollers

3: Step 1: Data Preprocessing
4: Encode categorical features using LabelEncoder

5: Split dataset into features X and labels y
6: Convert y into a multi-class format using label binarization

7: Normalize X using MinMaxScaler (suitable for embedded

devices)

8: Dataset Splitting into training and testing sets (80:20

respectively)

9: Step 2: Train Lightweight Decision Tree Model
10: Define a lightweight DT with OneVsRestClas-

sifier(DecisionTreeClassifier(max_depth=5,

min_samples_split=5))

11: Train DT on Xtrain, ytrain
12: Predict ̂yDT←DT.predict(Xtest)
13: Step 3: Train Small Neural Network
14: Define a small NN with only two hidden layers ([32, 16])

15: Use ReLU activation and optimize with Adam

16: Train NN on Xtrain, ytrain using 32 batch sizes

17: Predict ̂yNN←NN.predict(Xtest)
18: Step 4: Stacking TinyML Model (Meta-Classifier)
19: Combine ̂yDT and ̂yNN as input to meta-classifier

20: Use lightweight Logistic Regression as a meta-classifier

21: Train the meta-classifier on combined predictions

22: Predict ̂ystackingTinyML←Meta.predict([ ̂yDT, ̂yNN])
23: Step 5: TinyML Model Conversion for Deployment
24: Convert trained NN model to TensorFlow Lite format using

TFLiteConverter
25: Apply quantisation (8-bit) for memory efficiency

26: Optimize conversion for microcontrollers

27: Save the converted model as stacking TinyML_tinyml_model.tflite

28: Step 6: Measure TinyML Performance
29: Load stacking TinyML_tinyml_model.tflite using TensorFlow

Lite Interpreter

30: Measure inference latency on test samples

31: Estimate power consumption using TinyML benchmarks

32: Compute all the performance metrics of the TinyML models

Another common criterion for splitting nodes in DTs is the Gini impurity represented by
Eq 3:

Gini(S) = 1 –
c
∑
i=1

p2i (3)

Lightweight DT is optimized for TinyML, through the use of quantization to effectively
store decision nodes, pruning strategies to eliminate superfluous nodes and avoid overfitting,
and depth limitation to minimize memory usage.
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3.3.2 Neural network for TinyML. A neural Network is a computing model made up
of several layers of neurons, each of which applies a non-linear activation function after a
weighted transformation [30]. The objective of TinyML is to preserve accuracy while keeping
the small NN. Each neuron in a layer applies the transformation as given by Eq 4:

z =wx + b (4)

where w, x and b are the weight matrix, input feature vector and the bias term respectively.
The output of each neuron is passed through an activation function say the Rectified Linear
Unit (ReLU) shown by Eq 5:

a =max(0, z) (5)

A small NN used in TinyML is typically structured as given by Eq 6:

f(X) = 𝜎(w2 ⋅ 𝜎(w1 ⋅ x + b1) + b2) (6)

where 𝜎 represents an activation function. TinyML optimizes small NN by using a minimum
number of hidden layers, limiting the number of neurons per layer to a minimum of 16 or 8
and selecting an effective activation function.

TinyML models optimize DT and small NN to achieve low latency, minimal power con-
sumption, and efficient inference, which makes them perfect for deployment on edge devices.
Table 3 shows the hyperparameters used for the proposed TinyML model.

3.4 TinyMLmodel architecture
TinyML application framework is designed for real-time inference, memory management and
computational optimization on resource constrained embedded devices. In a stacked TinyML
with DT and NN, DT can act as a rule-based classifier, and the NN boosts learning ability
through the advanced pattern recognition. Stacking TinyML combines the advantages of the
two: NN’s capability of learning and DT’s interpretable and low latency properties. DT makes
rule-of-thumb decisions for simple cases used as a prefilter, while NN calibrates predictions
for uncertain cases. Such a design can also be supported by TinyML applications because it
guarantees light-hearted processing and finds a tradeoff between correctness and throughput.

Table 3. Hyperparameters for small NN and lightweight DT.
Model Hyperparameter
Small NN Number of Layers: [32, 16]

Activation Function: ReLU
Optimizer: Adam
Learning Rate: 0.001
Batch Size: 32
Loss Function: Categorical Cross-Entropy
Regularization: Dropout (0.2)

Lightweight DT Splitting Criterion: Gini Index
Max Depth: 5
Min Samples Split: 5
Min Samples Leaf: 1
Loss Function: Gini Impurity
Regularization: Pruning

https://doi.org/10.1371/journal.pone.0329227.t003
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A light LR model for the meta classifier has been considered. Low processing time, and abil-
ity to be used for TinyML applications led to selecting LR as the meta-classifier. LR effectively
integrates the predictions of base learners without adding substantial memory or computation
load, which is different from any complicated ensemble approach. Moreover, LR is the best
choice for the resource-limited edge devices, since its capability of multi-class classification
with low runtime. The three models (DT, NN and LR) were then quantised to TFLite models
using TensorFlow Lite Interpreter and run on the same microcontroller.

3.4.1 Transformation a neural network into TFLite for TinyML. To use an NN on
TinyML platform, it must be converted to a TFLite-model, which is optimized for an embed-
ded system. It begins with converting a trained NN in TensorFlow to the TFLite format. Then,
notes are serialized and the corresponding metadata is removed from the model and the stor-
age is compacted. Then, at the second stage, the floating-point weights are quantized to a low
level of precision, which consumes significantly less memory, but do not lose precision. The
model is post-trained after quantization optimizations, such as operator fusion and pruning,
to further shrink down the network size while preserving the important characteristics. The
converted TFLite model is executed on an microcontroller using a performance-optimized
TFLite interpreter, which in turn can perform inferences efficiently with hardware accelera-
tion provided it is supported.

3.4.2 Optimization methods for inference. This study uses 8-bit post-training quantiza-
tion to change the weights of models and stimulation into less accurate integers after training.
This makes it possible to do integer-based computations with the least amount of memory
and inference delay. Pruning is also used to get rid of unnecessary connections in the NN,
which makes it easier to work with. By combining several operations into one computing step
and therefore reducing overhead, operator fusion improves efficiency even more. By using
the knowledge of a more extensive, more complicated model, shared weighting and knowl-
edge distillation enable a smaller, renewable model to preserve predictive performance. The
TinyML model is fit for embedded AI and IoT applications since these optimization methods
provide real-time inference with low power consumption.

3.5 Model evaluation
The stacking TinyML model’s performance is evaluated in TinyML’s final model evaluation,
taking into account both embedded device limitations and traditional ML metrics. First, using
actual test data, the stacking TinyML model’s accuracy, precision, recall, specificity, FPR and
F1-score are calculated. Since efficiency is the main goal of TinyML, other metrics like mem-
ory, power consumption, and inference delay are also measured. TFLite, a version of the NN
component, is tested on an embedded device to see how fast and how much power it uses. The
DT component ensures low computing overhead by operating under a set of predetermined
conditions. To ensure the model satisfies resource-constrained edge devices’ requirements
while preserving dependable attack detection performance, these metrics collectively have
been analyzed to identify the trade-offs between accuracy and efficiency.

4 Results and analysis
In this section, the proposed stacking TinyML model has been evaluated and tested by var-
ious performance metrics, such as specificity, accuracy, precision, recall, F1-score and False
Positive Rate (FPR).
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4.1 Experimental set-up
An ARM Cortex-M4 processor with 256KB of RAM powered an Arduino Nano 33 BLE
Sense development board, which was used for all inference latency and power measurements.
Cortex-M series processor-calibrated TinyML benchmark tools were used to assess power
usage. The findings show performance under actual embedded deployment situations. Ten-
sorFlow Lite Interpreter for Microcontrollers was used to quantify latency.

The prediction results are evaluated based on the confusion matrix that gives information
about the classification performance of the model. To provide a more detailed description
about how the stacking model improves the attack detection in IoT environments with lim-
ited resources, we also had a look at the comparisons between single TinyML classifiers (the
DT and the NN), and the TinyML stacking model. One possible way of visualizing the per-
formance of a classification model is through a confusion matrix, showing the percentage of
correct and incorrect predictions made by the various classes. It can be formulated by an N×N
matrix, where N denotes the number of classes. Each row is the actual class and each column
is the predicted class. Here are some terminologies:

• True Positives (TP): Positive cases that were accurately predicted.
• True Negatives (TN): Negative cases that were accurately predicted.
• False Positives (FP): Type I errors that result in incorrectly predicted positive cases.
• False Negatives (FN): Type II errors that result in incorrectly predicted negative cases.

The confusion matrices of the DT, NN and stacking TinyML models are illustrated in Fig 2.
NN model has fewer misclassified samples, so it is more accurate for each class. DT instead
has more misclassified samples from Various classes. The ability of stacking TinyML classi-
fier to enhance the accuracy of attack detection is demonstrated in the fact that predictions
are more accurate and stable for each class, but with reduced number of errors.

Some performance measurements of three models including our proposed Stacking
TinyML, Small NN, and Lightweight DT are compared in Table 4. Some of these measures,
such as precision, recall, F1-score, specificity, and PR, are used to offer a comprehensive eval-
uation of the classification performance of each of the model. It refers to the proportion of the
total number of the test samples that were classified correctly by the model. It is one of the
most important metrics of overall performance that is utilized for measuring classification
models. Fig 3 shows the accuracies of different models as Lightweight DT model’s accuracy
is 98.87%, Small NN model’s accuracy is 99.46%, and Stacking TinyML model’s accuracy is
99.98%. A ratio of correctly predicted positive instances to all anticipated positive instances
is referred to as precision. A more precise model is more reliable in detecting actual threats
since it generates fewer FP. Minimal erroneous positive predictions are indicated by the
Lightweight DT model’s 0.9912 precision, the Small NN’s 0.9958 precision, and the Stacking
TinyML model’s 0.9997 precision.

Recall quantifies the percentage of real positive cases that the model accurately detects; it is
often referred to as sensitivity or true positive rate (TPR). A high recall value guarantees that
the majority of positive cases are effectively captured by the model. Lightweight DT, Small
NN, and Stacking TinyML have respective recall values of 0.9887, 0.9946, and 0.9951. The
Stacking TinyML model strikes the best compromise between identifying positive cases and
lowering FN, even though all three models show high recall scores. The model’s classifica-
tion performance is balanced by the F1-score, which is the harmonic average of precision and
recall. A favourable trade-off between precision and recall is demonstrated by the F1-scores
of 0.9899 for the Lightweight DT model, 0.9952 for the Small NN model, and 0.9994 for the
Stacking TinyML model. The percentage of accurately detected negative cases is measured by
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Fig 2. Confusion matrices for the DT, NN and stacking TinyMLmodels.

https://doi.org/10.1371/journal.pone.0329227.g002

specificity. When the specificity is greater, the normal and attack events are well differentiated
from the model. The specificity scores for Lightweight DT, Small NN, and Stacking TinyML
model are 0.9983, 0.9990, and 0.9991, respectively. One of the critical statistics involved in
cybersecurity applications is the False Positive Rate (FPR) which denotes the percentage of
negatives wrongly classified as positive. Since lower FPR means true non-attacks are less likely
to be false “positives”, smaller FPR is desired. The ability of the Lightweight DT in avoiding
false alarms is reflected by its 0.0017 FPR, while Small NN and Stacking TinyML have 0.0010
and 0.0009 FPR, respectively. The average inference latency of the TinyML models, as well
as their classification accuracy, is 0.12 milli-seconds, which ensures that the models can run
in real-time on resource-constrained devices. Moreover, the estimated power consumption
of the final Stacking TinyML model is 0.01 mW, which is very low to be fitted in energy-
constrained edge devices. These characteristics show how good a compromise the Stacking
TinyML model is between accuracy and low latency and low power.

To verify the proposed stacking TinyML model’s capacity for generalisation, it has been
also tested using the BoT-IoT dataset. Table 5 shows the comparative analysis of the pro-
posed stacking TinyML model with the different datasets namely the BoT-IoT and ToN-IoT
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Table 4. Comparison and analysis of performance metrics using ToN-IoT dataset.
Parameters

Models Accuracy Precision Recall F1-Score Specificity FPR
Lightweight DT 0.9887 0.9912 0.9887 0.9899 0.9983 0.0017
Small NN 0.9946 0.9958 0.9946 0.9952 0.9990 0.0010
Stacking
TinyML

0.9998 0.9997 0.9991 0.9994 0.9991 0.0009

https://doi.org/10.1371/journal.pone.0329227.t004

Fig 3. Performance metrics of the TinyMLmodels.

https://doi.org/10.1371/journal.pone.0329227.g003

Table 5. Comparison and analysis of proposed model with different datasets.
Parameters

Dataset Accuracy Precision Recall F1-Score Specificity FPR
BoT-IoT 0.9894 0.9888 0.9873 0.9891 0.9905 0.0095
ToN-IoT 0.9998 0.9997 0.9991 0.9994 0.9991 0.0009

https://doi.org/10.1371/journal.pone.0329227.t005

datasets. The model obtained a 98.94% accuracy, with a precision of 98.88%, recall of 98.73%,
and F1-score of 98.91%, using the same preprocessing and training pipeline as ToN-IoT. The
FPR stayed low at 0.0095, while the specificity is 99.05%. A comparison of several studies on
attack detection in IoT networks is shown in Table 6 using ML and TinyML models. Despite
the encouraging outcomes of each model, there are still issues with security performance,
computational restrictions, and adaptability to attacks. Using CNN-FDSA technique and the
BoT-IoT dataset, Kalidindi et al. [13] achieved 92.4% accuracy. However, because their strat-
egy depends on pre-established log data and feature selection techniques, it is less flexible
when it comes to changing botnet variations. Arcot et al. [10] used TinyML to achieve 94.9%
accuracy on the USTC-TFC2016 dataset. TinyML-based models were also applied to real-
world and Wi-Fi datasets by Agrawal et al. [9] and Alwaisi et al. [18], who achieved 96.45%
and 96.9% accuracy, respectively, but encountered difficulties with security and computa-
tion optimization. RF was used by Odat et al. [2] on the Malgenome dataset, and while they
achieved 98% accuracy, their model had trouble with complicated malware that changes its
behaviour on its own. TinyML on ToN-IoT was further enhanced by Katib et al. [4], who
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Table 6. Comparison and analysis of performance metrics.
Author/Ref. Dataset Technique Accuracy Limitation
Kalidindi et al. [13] BoT-IoT CNN-FDSA 92.4% Using pre-defined log data and feature

selection methods may limit the model’s
adaptability to zero-day botnet attacks or
unforeseen variants.

Arcot et al. [10] USTC-TFC2016 TinyML 94.90% Quantization reduces the model’s size and
inference time but reduces accuracy.

Agrawal et al. [9] Wi-Fi TinyAP 96.45% Microcontroller computational
constraints limit the model’s complexity.

Alwaisi et al. [18] Simulation and
Real

TinyML 96.9% Security performance and computational
overhead must be optimized.

Odat et al. [2] Malgenome RF 98% Complex malware can impersonate
innocent apps or dynamically change
permissions and API calls, weakening the
model against adaptive threats.

Katib et al. [4] ToN-IoT TinyML 98.11% The JOA hyperparameter tuning method
demands a lot of processing power,
making model scaling for huge datasets
difficult.

ProposedWork ToN-IoT Stacking
TinyML

99.98% Themodel performs well on the existing
dataset, but its efficiency on 6G-IoT
networks with millions of devices is
uncertain.

https://doi.org/10.1371/journal.pone.0329227.t006

achieved 98.11% accuracy at the expense of high processing power because of the JOA hyper-
parameter tuning technique. Fig 4 compared the accuracy of the proposed stacking TinyML
model with the other existing approaches.

In an IoT environment, where memory, processing power, and energy consumption are
limited, traditional ML models including CNN, RF, and other DL architectures are less practi-
cal because of their high computational requirements. The large scale of the models and their
large inference latency also make them less suitable for real-time attack detection. TinyML
leverages DL model optimization techniques in quantization, pruning, knowledge distillation
to enable models to work effectively on resource-limited devices with competitive accuracy.
Conventional TinyML models lose accuracy as they become more efficient, even with quanti-
zation or other optimization. The proposed Stacking TinyML model addresses these problems
by aggregating various TinyML classifiers in the stacked ensemble framework. By combining
strengths of multiple base models such as DT and NN and a meta-learner named Logistics
Regression, stacking improves the precision of prediction relative to using a single TinyML
model. The approach can reduce both bias and variance and increases the generality of the
approach to various attack.

Balancing the trade-off between accuracy, efficiency, and flexibility, the proposed T-TML
stacking model effectively overcomes the limitations addressed in the existing literatures.
In contrast with other models with complicated tuning schemes or predefined features, it
does not need any feature transformation or selection, and its overall performance is mostly
attributed to combining lightweight DT and NN with a LR as the meta classifier. In resource-
constrained devices, this structure preserves computationally for computation while ensur-
ing robustness against a wide range of dynamic attack scenarios. Light RF is employed to
select features with the purpose of retaining only the most relevant attributes, thereby reduc-
ing model complexity and enhancing execution time. The ToN-IoT dataset with diverse and
realistic IoT traffic conditions is also utilized to ensure the model is tested against a broad
spectrum of threats. By combining ensemble strength, model simplicity, and real-world data
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Fig 4. Comparison of accuracy of the proposed stacking TinyMLmodel with the state-of-the-art approaches.

https://doi.org/10.1371/journal.pone.0329227.g004

training, it is possible to achieve high accuracy (99.98%) with very low power consumption
and minimal inference latency, surpassing previous constraints on scalability, efficiency, and
flexibility.

4.2 Limitation
Even with the proposed model’s great accuracy and efficiency, some limitation of this study
still exist. The quality and diversity of the training dataset have a major role in the model’s
performance and can impact how well it adapts to new and changing cyberthreats. Further-
more, microcontrollers’ computational limitations restrict the complexity and scalability of
the model, which may limit its application in extensive IoT networks as described below.

• Hardware Restrictions: Microcontrollers have limited energy, RAM, and processing capac-
ity, even after the model was optimized for TinyML deployment. This limits the hybrid
stacking model’s complexity, which may have an impact on its capacity to detect large-scale,
real-time IoT attacks.

• Dataset Dependency: The ToN-IoT dataset, which may not completely cover all potential
real-world attack patterns, is used to train and assess the model. Uncertainty surrounds its
generalizability to unknown network environments or novel, developing cyberthreats in
IoT systems.

5 Conclusion and future work
This study uses the ToN-IoT dataset to propose a stacking-based TinyML model for attack
detection in IoT networks. Effectively combining lightweight DT and small NN, the stacking
model is designed to be deployed on edge devices with limited resources. The proposed model
uses stacking-based ensemble learning to improve detection accuracy while consuming 0.01
mW of power and having a low inference latency (0.12 ms). By integrating the advantages of
several base models, the stacking technique produces better generalization and robustness
against adversarial variations and dramatically increases classification performance when
compared to typical TinyML models attaining an accuracy of 99.98% with the rates of pre-
cision, recall, F1-score, specificity and FPR at 99.97%, 99.51%, 99.94%, 99.91% and 0.0009
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respectively. The model has also been compared with the existing work including Kalidindi
et al. [13], Arcot et al. [10], Agrawal et al. [9], Alwaisi et al. [14], Odat et al. [2] and Katib et al.
[4] used the different ML and TinyML techniques achieving the accuracies of 92.4%, 94.90%,
96.45%, 96.9%, 98% and 98.11% respectively. Additionally, feature selection using the small
RF has contributed to lowering computational overhead while maintaining excellent detec-
tion accuracy. The model performs well, however, it has some limitations. Testing on real-
world IoT environments is required to assess its resilience against new and changing attack
patterns, but its efficacy has been confirmed on the ToN-IoT dataset. Further improvements
may be necessary to ensure efficiency for deployment on very diverse and large-scale IoT
infrastructures, even though the model is designed for low-power devices.

Future research will concentrate on resolving the issues raised by 6G-IoT networks, such
as the high device density, the need for extremely low latency, and the ever-changing security
risks. To provide decentralized training among edge devices and lower communication over-
head while maintaining data privacy, federated learning will be investigated and addition of
explainability tools (like SHAP/LIME) for improved transparency.

Author contributions
Conceptualization: Anshika Sharma, Mohammad Shabaz.

Formal analysis: Anshika Sharma, Shalli Rani.

Investigation: Anshika Sharma, Shalli Rani.

Methodology: Anshika Sharma.

Project administration: Shalli Rani, Mohammad Shabaz.

Resources:Mohammad Shabaz.

Supervision:Mohammad Shabaz.

Validation:Mohammad Shabaz.

Writing – original draft: Anshika Sharma, Shalli Rani.

Writing – review & editing:Mohammad Shabaz.

References
1. Alwaisi Z, Soderi S. Towards robust IoT defense: comparative statistics of attack detection in

resource-constrained scenarios. In: EAI International Conference on Body Area Networks. 2024. p.
272–91.

2. Odat E, Yaseen QM. A novel machine learning approach for android malware detection based on
the co-existence of features. IEEE Access. 2023;11:15471–84.

3. Ali TE, Chong YW, Manickam S. Machine learning techniques to detect a DDoS attack in SDN: a
systematic review. Appl Sci. 2023;13(5):3183.

4. Katib I, Albassam E, Sharaf SA, Ragab M. Safeguarding IoT consumer devices: deep learning with
TinyML driven real-time anomaly detection for predictive maintenance. Ain Shams Eng J.
2025;16(2):103281.

5. Hasan MZ, Hanapi ZM, Zukarnain ZA, Huyop FH, Abdullah MDH. An efficient detection of Sinkhole
attacks using machine learning: Impact on energy and security. PLoS One. 2025;20(3):e0309532.
https://doi.org/10.1371/journal.pone.0309532 PMID: 40096085

6. Gupta BB, Gaurav A, Attar RW, Arya V, Bansal S, Alhomoud A. A hybrid Ant Lion Optimization
algorithm based lightweight deep learning framework for cyber attack detection in IoT environment.
Comput Electric Eng. 2025;122:109944.

7. Shah P, Govindarajulu Y, Kulkarni P, Parmar M. Enhancing TinyML security: study of adversarial
attack transferability. arXiv preprint 2024. https://doi.org/arXiv:240711599

PLOS One https://doi.org/10.1371/journal.pone.0329227 August 1, 2025 17/ 19

https://doi.org/10.1371/journal.pone.0309532
http://www.ncbi.nlm.nih.gov/pubmed/40096085
https://doi.org/arXiv:240711599
https://doi.org/10.1371/journal.pone.0329227


ID: pone.0329227 — 2025/7/28 — page 18 — #18

PLOS One TinyML model for attack detection

8. Dutta A, Kant S. Implementation of cyber threat intelligence platform on Internet of Things (IoT)
using TinyML approach for deceiving cyber invasion. In: 2021 International Conference on
Electrical, Computer, Communications and Mechatronics Engineering (ICECCME). 2021. p. 1–6.

9. Agrawal A, Maiti RR. TinyAP: an intelligent access point to combat Wi-Fi attacks using TinyML.
IEEE Internet of Things J. 2024.

10. Arcot S, Masum M, Kader MS, Saha A, Chowdhury M. TinyML for cybersecurity: deploying
optimized deep learning models for on-device threat detection on resource-constrained devices. In:
2024 IEEE International Conference on Big Data (BigData). 2024. p. 5542–50.
https://doi.org/10.1109/bigdata62323.2024.10825955

11. Mwaura J, Araki S, Musthafa MB, Huda S, Nogami Y. A study on transfer learning tinyml-based
intrusion detection framework on iot devices. In: 2025 IEEE International Conference on Consumer
Electronics (ICCE). 2025. p. 1–6.

12. Gad AR, Haggag M, Nashat AA, Barakat TM. A distributed intrusion detection system using
machine learning for IoT based on ToN-IoT dataset. Int J Adv Comput Sci Appl. 2022;13(6).

13. Kalidindi A, Arrama MB. Feature selection and hybrid CNNF deep stacked autoencoder for botnet
attack detection in IoT. Comput Electric Eng. 2025;122:109984.

14. Al-Shehari T, Alsowail RA. An insider data leakage detection using one-hot encoding, synthetic
minority oversampling and machine learning techniques. Entropy (Basel). 2021;23(10):1258.
https://doi.org/10.3390/e23101258 PMID: 34681982

15. Dai Z, Por LY, Chen Y-L, Yang J, Ku CS, Alizadehsani R, et al. An intrusion detection model to
detect zero-day attacks in unseen data using machine learning. PLoS One. 2024;19(9):e0308469.
https://doi.org/10.1371/journal.pone.0308469 PMID: 39259729

16. Mohamad Arif J, Ab Razak MF, Awang S, Tuan Mat SR, Ismail NSN, Firdaus A. A static analysis
approach for Android permission-based malware detection systems. PLoS One.
2021;16(9):e0257968. https://doi.org/10.1371/journal.pone.0257968 PMID: 34591930

17. Oliullah K, Whaiduzzaman M, Mahi MJN, Jan T, Barros A. A machine learning based authentication
and intrusion detection scheme for IoT users anonymity preservation in fog environment. PLoS
One. 2025;20(6):e0323954. https://doi.org/10.1371/journal.pone.0323954 PMID: 40522959

18. Alwaisi Z, Kumar T, Harjula E, Soderi S. Securing constrained IoT systems: a lightweight machine
learning approach for anomaly detection and prevention. Internet of Things. 2024;28:101398.

19. Arshad D, Asim M, Tariq N, Baker T, Tawfik H, Al-Jumeily Obe D. THC-RPL: a lightweight
trust-enabled routing in RPL-based IoT networks against Sybil attack. PLoS One.
2022;17(7):e0271277. https://doi.org/10.1371/journal.pone.0271277 PMID: 35901074

20. Kauser Sk H, Anu V M. Hybrid deep learning model for accurate and efficient android malware
detection using DBN-GRU. PLoS One. 2025;20(5):e0310230.
https://doi.org/10.1371/journal.pone.0310230 PMID: 40388500

21. Yang T, Jiang X, Li W, Liu P, Wang J, Hao W, et al. Cloud-edge collaborative data anomaly
detection in industrial sensor networks. PLoS One. 2025;20(6):e0324543.
https://doi.org/10.1371/journal.pone.0324543 PMID: 40498796

22. Tawfik M. Optimized intrusion detection in IoT and fog computing using ensemble learning and
advanced feature selection. PLoS One. 2024;19(8):e0304082.
https://doi.org/10.1371/journal.pone.0304082 PMID: 39088558

23. Sankaranarayanan S, Sivachandran AT, Mohd Khairuddin AS, Hasikin K, Wahab Sait AR. An
ensemble classification method based on machine learning models for malicious Uniform Resource
Locators (URL). PLoS One. 2024;19(5):e0302196. https://doi.org/10.1371/journal.pone.0302196
PMID: 38820435

24. Moustafa N. A new distributed architecture for evaluating AI-based security systems at the edge:
network TON_IoT datasets. Sustain Cities Soc. 2021;72:102994.
https://doi.org/10.1016/j.scs.2021.102994

25. Cao Z, Zhao Z, Shang W, Ai S, Shen S. Using the TON-IoT dataset to develop a new intrusion
detection system for industrial IoT devices. Multim Tools Appl. 2024:1–29.

26. de Vargas VW, Schneider Aranda JA, dos Santos Costa R, da Silva Pereira PR, Victória Barbosa
JL. Imbalanced data preprocessing techniques for machine learning: a systematic mapping study.
Knowl Inf Syst. 2023;65(1):31–57.

27. Umar MA, Chen Z, Shuaib K, Liu Y. Effects of feature selection and normalization on network
intrusion detection. Data Sci Manag. 2025;8(1):23–39. https://doi.org/10.1016/j.dsm.2024.08.001

28. Siddiqi MA, Pak W. An agile approach to identify single and hybrid normalization for enhancing
machine learning-based network intrusion detection. IEEE Access. 2021;9:137494–513.

PLOS One https://doi.org/10.1371/journal.pone.0329227 August 1, 2025 18/ 19

https://doi.org/10.1109/bigdata62323.2024.10825955
https://doi.org/10.3390/e23101258
http://www.ncbi.nlm.nih.gov/pubmed/34681982
https://doi.org/10.1371/journal.pone.0308469
http://www.ncbi.nlm.nih.gov/pubmed/39259729
https://doi.org/10.1371/journal.pone.0257968
http://www.ncbi.nlm.nih.gov/pubmed/34591930
https://doi.org/10.1371/journal.pone.0323954
http://www.ncbi.nlm.nih.gov/pubmed/40522959
https://doi.org/10.1371/journal.pone.0271277
http://www.ncbi.nlm.nih.gov/pubmed/35901074
https://doi.org/10.1371/journal.pone.0310230
http://www.ncbi.nlm.nih.gov/pubmed/40388500
https://doi.org/10.1371/journal.pone.0324543
http://www.ncbi.nlm.nih.gov/pubmed/40498796
https://doi.org/10.1371/journal.pone.0304082
http://www.ncbi.nlm.nih.gov/pubmed/39088558
https://doi.org/10.1371/journal.pone.0302196
http://www.ncbi.nlm.nih.gov/pubmed/38820435
https://doi.org/10.1016/j.scs.2021.102994
https://doi.org/10.1016/j.dsm.2024.08.001
https://doi.org/10.1371/journal.pone.0329227


ID: pone.0329227 — 2025/7/28 — page 19 — #19

PLOS One TinyML model for attack detection

29. Kareem MI, Jasim MN. DDOS attack detection using lightweight partial decision tree algorithm. In:
2022 International Conference on Computer Science and Software Engineering (CSASE). 2022. p.
362–7.

30. Tekerek A. A novel architecture for web-based attack detection using convolutional neural network.
Comput Secur. 2021;100:102096.

PLOS One https://doi.org/10.1371/journal.pone.0329227 August 1, 2025 19/ 19

https://doi.org/10.1371/journal.pone.0329227

	An optimized stacking-based TinyML model for attack detection in IoT networks
	Introduction
	Contribution
	Structure of the paper

	Literature review
	Summary

	Proposed methodology
	Dataset description
	Data preprocessing
	Encoding techniques.
	Feature selection.
	Data standardization and class imbalance.
	Dataset splitting.

	Model training
	Decision tree for TinyML.
	Neural network for TinyML.

	TinyML model architecture
	Transformation a neural network into TFLite for TinyML.
	Optimization methods for inference.

	Model evaluation

	Results and analysis
	Experimental set-up
	Limitation

	Conclusion and future work
	References


	pbs@ARFix@1: 


