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Abstract—To ensure reliability and service availability, next-
generation networks are expected to rely on automated anomaly
detection systems powered by advanced machine learning meth-
ods with the capability of handling multi-dimensional data. Such
multi-dimensional, heterogeneous data occurs mostly in today’s
Industrial Internet of Things (IIoT), where real-time detection
of anomalies is critical to prevent impending failures and resolve
them in a timely manner. However, existing anomaly detection
methods often fall short of effectively coping with the complexity
and dynamism of multi-dimensional data streams in IIoT. In this
paper, we propose an adaptive method for detecting anomalies
in IIoT streaming data utilizing a multi-source prediction model
and concept drift adaptation. The proposed anomaly detection
algorithm merges a prediction model into a novel drift adaptation
method resulting in accurate and efficient anomaly detection
that exhibits improved scalability. Our trace-driven evaluations
indicate that the proposed method outperforms the state-of-the-
art anomaly detection methods by achieving up to an 89.71%
accuracy (in terms of Area under the Curve (AUC)) while meeting
the given efficiency and scalability requirements.

Index Terms—Anomaly detection, real-time analytics, concept
drift, streaming data, Industrial Internet of Things (IloT).

I. INTRODUCTION

TREAMING data from the Industrial Internet of Things
S (IIoT) and time-sensitive applications are highly dynamic,
heterogeneous, and large-scale, demanding rapid and effective
real-time analytics [1]. It is critical to maintain the robustness
and reliability of time-sensitive systems with respect to unex-
pected hardware and/or software failures, particularly when
the system scales up to a huge cluster size [2]. Thus, practical
methods for identifying anomalies in a bounded time to avoid
severe losses are more crucial than ever, as anomalies in time-
sensitive services can not only have detrimental impacts on
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the overall performance but also incur excessive maintenance
costs. It is expected that time-sensitive services and applica-
tions like autonomous driving and smart manufacturing will
drive the evolution of next-generation mobile networks [3].
To keep up with the stringent requirements of time-sensitive
applications, next-generation networks must be trustworthy
and capable of self-maintenance with regard to their reliability
and availability. High complexity and increased density of
mobile networks mandate the need for automated network
management with the capability of detecting anomalies while
adapting to environment changes [4]. This gives way to the so-
called self-healing systems, where the dynamic and complex
characteristics of the network provide a diverse array of mea-
surements and metrics to be translated into valuable knowledge
to support anomaly detection in real time. Furthermore, given
their ability to autonomously rectify anomalies and optimize
operations without human intervention, the adoption of self-
healing systems [4] within IIoT environments is essential for
enhancing operational reliability and efficiency in complex
production scenarios.

Automating anomaly detection in IIoT has become increas-
ingly critical and challenging due to several reasons. First,
IToT networks typically generate high-velocity and high-
volume data, which means that many IloT devices generate
data with high frequency, and due to the growing number
of IIoT devices, large amounts of IIoT data are generated
worldwide [5]. To cope with the high volume and high velocity
of the data, the processing module should stick to the one-
pass criterion and needs to be processed upon their arrival in
real time. Second, depending on its intrinsic characteristics,
time-series data may be periodic, seasonal, and/or irregular
and possess a high correlation. Therefore, it is not legitimate
to assume that time-series data is independent and identically
distributed; different features of the sample are correlated to
each other [6]. Besides, in real-world scenarios, unknown
anomalous events may also occur in IIoT systems due to
unavoidable changes in the statistical characteristics of the
data, commonly referred to as concept drift [5]. Third, In
order to maintain robustness and accuracy in time-sensitive
applications, it is crucial to detect anomalous events in real
time. Some works have focused on anomaly detection in smart
grids, employing various methods to monitor and address
irregularities in power consumption and grid operation [7].
We note that anomaly detection in the IIoT environments
focuses on challenges unique to high-velocity, high-volume,
and multi-dimensional data of industrial systems, with an
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emphasis on real-time processing and adaptation to con-
cept drift, which are crucial for operational efficiency in
a wide range of industrial applications beyond the energy
sector.

Recently, in [8] we have proposed a prediction-based
approach for the automated detection of application-level
anomalies in time-series data. The proposed solution com-
prises a multi-source prediction module using a Long-Short
Term Memory (LSTM) based deep learning and a novel detec-
tion method, which utilizes the prediction of future sequences
to determine whether or not an arriving data is anomalous.
To enhance the accuracy of the prediction model, we have
devised a weighting mechanism that considers the ensemble
of consecutive predictions, turning it into a chronological
procedure to enable real-time detection. While the work [8]
addresses the accuracy and real-time aspects of the problem,
the concept drift and scalability with the number of dimensions
were not considered.

In this work, we build on [8] and address the scala-
bility requirement of real-time anomaly detection and the
need for drift detection and adaptation while considering
the real-time requirements. By combining the window tech-
nique and model update to the Prediction-Driven Anomaly
Detection (PDAD-SID) method proposed in [8], we pro-
pose a drift-adapted, real-time anomaly detection algorithm
called Scalable and Adaptable Prediction Driven Anomaly
Detection (SAPDAD). The proposed method exploits the
PDAD-SID method for multi-source prediction to estimate
anomaly probabilities along with a Genetic Algorithm (GA)
based model optimization. Further, for concept drift detection
and adaptation, we have proposed our so-called Real-Time
Optimized Adaptive Windowing (RealTimeOAW), which reg-
ularly updates the anomaly detection model to adapt to concept
drifts. The proposed SAPDAD method addresses the high
velocity and volume of data streams, as it uses an adaptive
sliding window to store and process the latest records only
once. Further, it leverages the Principal Component Analysis
(PCA) to reduce the dimensions and incorporate correlations
between different features, thus increasing detection efficiency
as well as scalability. The key contributions of this paper are
summarized as follows:

e We propose an optimized and scalable anomaly detection
method that exploits a multi-source prediction model
equipped with LSTM to detect anomalous events in real
time via a parallel calculation approach, which scales well
with the number of dimensions.

Ilustration of an IloT-based smart manufacturing environment as the motivating scenario.
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e We propose a drift adaptation method called

RealTimeOAW to tackle the challenge of concept drift by
regularly updating the anomaly detection model to adapt
to heterogeneous environments while considering time
and accuracy requirements. Our proposed RealtimeOAW
incorporates sliding and adaptive window-based methods
with a performance-based approach to adapt to concept
drifts.

e We have carried out trace-driven
three real-world datasets, namely,
IoTID20? [10], and WUSTL-IIoT
detection accuracy, processing rate,
efficiency.

The remainder of this paper is structured as follows.
Section II presents the motivating scenario, requirements, and
related work. The system model is presented in Section III.
Section IV describes our proposed method. Our evaluation
results are presented in Section V. Section VI concludes the

paper.

evaluations using
KDDCup99' [9],
[11] in terms of
and computational

II. MOTIVATING SCENARIO, REQUIREMENTS, AND
RELATED WORK

In this section, we first present an illustrative example as
our motivating scenario, which is then used to derive the key
requirements. We then review the existing works.

A. Motivating Scenario and Requirements

Figure 1 illustrates an IIoT smart manufacturing environ-
ment, which serves as an example to motivate our research
problem. As shown in Fig. 1, camera-based positioning is
used to control the Automated Transport Robots (ATRs) on
the factory floor. Cameras covering the factory floor are
connected via a Local Area Network (LAN). To avoid any
blind spots, neighboring cameras have overlapping coverage.
Several cameras are mounted as visual sensors to capture
video from the factory floor. The captured video streams
are processed to locate and identify mobile objects and/or
obstacles, building a world model that can be used for path
planning and obstacle avoidance. The planned paths are sent
in segments to the ATRs by the ATR Controller. The Robot
Operating System (ROS) is used for robot control. Given that
both ROS v.1 and ROS v.2 nodes coexist, ROS Bridge is used
to translate from ROS v.1 to ROS v.2. A number of tasks

1 https://datahub.io/machine-learning/kddcup99
2https://sites. google.com/view/iot-network-intrusion-dataset/home
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need to be accomplished partly in parallel, like scheduling
the fleet of ATRs and the Manufacturing Execution System
(MES). One observation of broker-based messaging systems
is that they support some of the service meshes’ functionality.
For example, they can provide basic load balancing using their
queue and consumer groups. The smart manufacturing system
has a latency requirement to control ATRs. ATRs may show
anomalous behaviors, such as being on the wrong path or
moving without any updated path.

In such scenarios, the collected data is typically multi-
dimensional streaming time-series data, which can be utilized
to detect the anomalous behaviors of ATRs in real time.
However, in the example described above, two challenges
arise. First, factory environments are highly dynamic, resulting
in the continuous exposure of streaming data to various
forms of concept drift. For example, sensing components may
be replaced/updated periodically (e.g., due to aging) or the
events monitored by them may change over time, or IoT
event factors, such as system updates, replacement of IoT
devices, and anomalous network events, may happen. Concept
drifts can cause degradation of the detection model, making
real-time anomaly detection more challenging. Second, the
factory environment generates high-dimensional time-series
data, which can be irrelevant, noisy, and/or redundant. It is,
therefore, difficult to resolve the dilemma of accuracy and
scalability in detecting anomalies in a factory environment
with time constraints. Clearly, the smart factory example
explained above requires an anomaly detection system that is
(1) real-time, (ii) concept drift adapted, (iii) accurate, (iv) time
efficient, and (v) scalable.

B. Related Work

In the following, we review the related work on anomaly
detection followed by the existing concept drift adaptation
methods.

1) Anomaly Detection: The existing anomaly detection
methods can be classified into three categories of (a) statistical,
(b) data-driven, and (c) deep learning methods.

a) Statistical methods: Statistical anomaly detection pri-
marily uses distance-based methods, which calculate anomaly
scores through k-nearest-neighbors distance [12], local outlier
factor (LOF) [13], or histogram-based outlier scores [14].
Common models include the autoregressive model, moving
average, and autoregressive moving average models [15].
While effective for consistent trends, these models are noise-
sensitive and assume known data distribution, which is often
not valid for high-dimensional datasets with unpredictable
events. Histogram-based methods are inadequate for high-
dimensional data due to their inability to analyze feature
interactions. Additionally, selecting the optimal k value for
accurate LOF computation in the LOF algorithm [13] is
challenging.

b) Data-driven methods: Data-driven techniques in
machine learning can be supervised, unsupervised, or semi-
supervised [16]. Supervised learning [17], [18] involves
training models with labeled data, which typically requires
human input. This, however, can be time-consuming and

6841

sometimes infeasible in practical scenarios, where some
anomalies may be unknown. Aman et al. [19] developed
a machine learning-based method to secure IoT devices by
analyzing their memory dumps. This technique identifies
firmware tampering and maintains internal integrity. They
addressed multiple attack vectors in IoT environments,
such as firmware modification attacks altering IoT device
firmware, exploitation of firmware vulnerabilities, and botnet
formations using compromised devices for coordinated
attacks. Javaid et al. [20] proposed a blockchain-based remote
attestation protocol for IoT environments, utilizing a secure
blockchain for device registration and Physical Unclonable
Functions (PUF) for attestation.

Alternatively, unsupervised learning methods for anomaly
detection typically aim to identify the unique features, which
help distinguish abnormal data from normal data. To this
end, iForest [21] uses a forest of isolation trees from training
samples to compute anomaly scores based on path lengths.
iForest is efficient for large and high-dimensional data, though
its detection performance reaches convergence rapidly with a
limited number of trees. In [1], an unsupervised clustering-
based method called Online Anomaly Detection in Data
Streams (ODS) was introduced for real-time anomaly detec-
tion in telemetry data. However, it may easily be trapped in
local minima and do not behave proactively when changes
occur.

c) Deep learning methods: Many works utilize deep
learning for anomaly detection [22]. Munir et al. [23] intro-
duced DeepAnT, which relies on deep Convolutional Neural
Network (CNN). This method is effective for anomaly detec-
tion in time-series data, even with small datasets. In [24] a
multilayer convolutional recurrent autoencoder is developed
for detecting anomalies in multivariate time series. Zhou et al.
[25] developed a variational LSTM (VLSTM) model for
unbalanced, high-dimensional industrial data. The authors
of [26] proposed an LSTM-Gauss-NBayes method, which
combines LSTM-NN and Naive Bayes for anomaly detection
in IIoT. A real-time anomaly detection method for NoSQL
systems called RADAR was proposed in [27], which identifies
anomalous events by extracting process information during
resource monitoring. Malhorta et al. [28] used a multiple-
prediction technique assessing anomalies through prediction
error and Gaussian error distribution. Wang et al. [29]
proposed an improved LSTM method to detect anomalies
in time series data by forecasting and comparing predicted
and observed sequences, addressing the issue of data with
diverse distributions and the lack of labeled anomalous data.
Mothukuri et al. [30] proposed an anomaly detection method
using Gated Recurrent Units (GRUs) models for the real-
time and proactive identification of network intrusions in IoT
systems. Nandanwar and Katarya [31] proposed a transfer
learning model called TL-BILSTM IoT, which is designed to
predict intrusion detection in IIoT environments. Their model
combines CNN and Bidirectional LSTM to detect and classify
botnet attacks.

We note that most of the existing deep learning techniques
can not be directly applied to IIoT scenarios because (1) they
fail to adapt to frequently changing time-series data, (2) data is
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TABLE I
COMPARISON OF EXISTING ANOMALY DETECTION TECHNIQUES WITH THIS WORK

Related Work Requirements
Real-Time Anomaly Detection | Concept Drift Adaptation | Accuracy | Time-Efficiency | Scalability
ODS [1] v X X X X
ORUNADA [2] v v X X X
OLINDDA [9] v v v X X
iForest [21] X X v X X
DeepAnt [23] X X v X X
RADAR [27] v X X X X
[32] v v X X X
A-Detection [33] v v v X X
ASTREAM [34] v v v v X
Online RNN-AD [35] X v v v X
PDAD-SID [8] v X v v X
This work v v v v v

usually not available for training due to privacy concerns, and
(3) they demand substantial computing power and extended
training time.

2) Anomaly Detection With Concept Drift Adaptation:
Some studies have studied the problem of anomaly detection
in the presence of concept drift. Dromard et al. [2] presented
ORUNADA, an unsupervised network anomaly detection algo-
rithm using incremental grid clustering and a discrete sliding
window to update features. Spinosa et al. [9] introduced
OLINDDA, an unsupervised clustering algorithm for detecting
anomalies in streaming data by modeling normal data with
a hypersphere around normal data clusters. Yu and Lan [32]
developed a framework for detecting anomalies in large-
scale datasets, clustering nodes based on geographic location
and network topology, and employing a two-phase majority
voting algorithm to identify anomalous nodes. This method
effectively detects new anomalies by spotting deviations from
majority behavior, but its adaptability to system behavior
changes during runtime is unclear.

In [33], the so-called A-Detection method was proposed,
which uses reservoir sampling and singular value decom-
position (SVD) to analyze data streams and applies Jensen
Shannon (JS) divergence to detect anomalies. Yang et al. [34]
introduced ASTREAM, an anomaly detection system for
data streams in real-time scenarios. ASTREAM incorporates
sliding windows, concept drift detection, and updating models
in a hashing-based locality-sensitive iForest model to address
the challenges of continuous data streams. Presenting a
comprehensive performance evaluation using the KDDCup99
dataset, the authors of [34] have shown that the ASTREAM
algorithm is robust in handling the challenges of IIoT data
streams, such as managing infinite data and adapting to data
distribution changes. We note, however, that this work mainly
addresses intrusion detection, thus having a narrower scope
compared to our work, where we consider a broader range
of dynamic IIoT environments and use various datasets to
demonstrate wider applicability.

In [35], a deep RNN-based method called Online RNN-AD
was introduced for online time-series anomaly detection. This
method incorporates local normalization of incoming data and
incremental neural network retraining, showing adaptability to
concept drift in time-series data. In [36], an online and adaptive

anomaly detection model was proposed by employing a one-
class SVM, which uses unlabeled data to create a hyperplane,
isolating a region with most normal vectors, and evaluates
anomalies based on their proximity to this hyperplane. This
method allows dynamic input normalization and adaptation
based on operator feedback, offering a confidence level for
each anomaly. We note that recalculating the hyperplane for
conflicting operator feedback can hamper real-time accuracy.
Besides, the SVM approach suffers from the curse of dimen-
sionality and struggles with large feature sets.

Table I compares the existing relevant works with this paper
based on our requirements. Existing studies simply detect
anomalies in streaming data and they mostly ignore real-
time detection; for example, some works, e.g., [21], [23],
store the observed data for processing and do not stick
to the one-pass criterion. Therefore, they fail to deliver
meaningful results in a timely manner. Furthermore, some
works (e.g., [8], [1], [23], [21]) fail to incorporate concept
drift adaptation, crucial for addressing the changing statistical
behavior of IIoT data streams. Moreover, none of these studies
offer scalable solutions for handling high-dimensional IIoT
time-series data.

III. SYSTEM MODEL AND PROBLEM STATEMENT
A. System Model

Figure 2 illustrates a smart factory environment, which
comprises a factory floor, an edge network, and a remote
cloud. The factory floor comprises human operators, dynamic
objects such as ATRs, forklifts, and static obstacles like pallets.
ATRs are assisted by visual object detection in order to pick up
the components without human assistance and deliver them to
the production line. Multiple cameras, each equipped with an
Image Analysis module, are mounted in the area. Each camera
transmits the captured video to the Image Analysis module
via REST API, which is typically used in industrial systems
for inter-component communication [37]. The captured video
streams are analyzed in the Image Analysis module to detect,
classify, identify, position, and track the objects on the factory
floor to build a world model that can be used for objects’
traveling, scheduling, and obstruction avoidance. For instance,
scheduling ATRs’ travel paths involves planning how ATRs
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Fig. 2. System model.

should travel to arrive at the destination at a certain time and
is based on a set of objects with predicted trajectories.

Almost all of the processing, such as travel planning and
scheduling, is carried out in the edge network rather than
the devices on the factory floor. As shown in Fig. 2, the
data collector in the edge network has the crucial task of
collecting the data in the form of IloT time-series metric data.
The time-series metric data can be either one-dimensional,
where a sequence of measurements from the same features
are collected, or multi-dimensional, where a sequence of
measurements from multiple features or sensors are collected.
The smart factory system may generate multi-dimensional
series metric data with intricate features such as ATRs status,
which is stationary or moving, or the wheel velocity of ATRs.
The raw collected metric data is passed to the Preprocessing
module to clean and normalize. The preprocessed data under-
goes offline training to develop a time-series prediction
model. Subsequently, the trained model is deployed in the
Anomaly Detector system, which is responsible for detecting
application-level anomalies. Moreover, the data collector also
receives an online metric data stream and feeds it to the
Anomaly Detector in order to carry out a real-time detection
of anomalies.

Ideally, detecting anomalies should be as simple as comput-
ing the distance between the ground truth (i.e., class labels)
and the target (i.e., record). A record is a data sample at
a specific moment within a series. A record can take the
form of a vector within a multi-dimensional time-series data
or a scalar value within a one-dimensional time-series data.
However, data labels may not always be available in practice
since labeling the data is often challenging, mainly because
anomalous records (i.e., records that do not conform to normal
or expected records), are rare compared to normal records.
To cope with this, a prediction-driven anomaly detection
mechanism is needed, where the ground truth is replaced by
their predicted values, which can be generated by a time-series
prediction algorithm. Clearly, such an approach is dependent
on the accuracy of the prediction module, which is usually
affected by the anomalous records in the historical data.
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Due to the dynamic nature of configurations and workloads
caused by, for instance, updates to ROS or replacement
of ATRs, the distribution of incoming data may undergo
frequent changes over time, resulting in concept drift. This,
in turn, leads to false anomaly detection and results in poor
performance of the detection model. To address this issue,
the Drift Detector within the edge network takes in the
anomaly rate (which specifies the likelihood that an anomaly
has occurred) as the input. If the anomaly rate consistently
increases, the Drift Detector identifies a concept drift and
triggers an alert to indicate drift occurrence. Following a drift
alert, the system collects new data, and the Drift Adapter in
the edge network adjusts the anomaly detection model to adapt
to the concept drift using the newly received data. In the
smart factory environment, anomaly detection is crucial for
addressing a wide range of cybersecurity and physical vulnera-
bilities, particularly in industrial control systems. Key concerns
include data interception and tampering, where IloT data
streams are vulnerable to manipulation by external attackers,
potentially hiding real anomalies or creating false ones. This
risk extends to unauthorized access and control over critical
IIoT systems, leading to failures such as operational disrup-
tions and data breaches, which often result from root causes
such as software vulnerabilities, insecure network configura-
tions, and/or compromised third-party services. Network-based
threats such as DDoS attacks disrupt services and pose
safety hazards, representing another failure mode. Insider
threats involving system users compromising IloT security
and physical security breaches, such as tampering with IIoT
devices, are also key components of the threat landscape. Also,
failures like application crashes due to root causes such as
software bugs or resource leaks can cause significant opera-
tional downtime. Similarly, failures such as network latency,
commonly caused by root causes like bandwidth overload
or hardware malfunctions, can significantly disrupt manufac-
turing operations.  In this paper, we make the following
assumptions:

e We assume that the smart manufacturing environment is

equipped with automated network management, such as
a self-healing system [4].

o We assume that the data collected by different types of
industrial sensors on the factory floor is transmitted to
edge nodes through REST API, which is typically used
in industrial systems for inter-component communica-
tion [37].

e We assume that IoT devices generate a high-volume
data stream with high frequency that is not independent
and identically distributed (non-i.i.d.) and possesses high
correlation. Additionally, this data varies in format and
characteristics, often including irrelevant, noisy, or redun-
dant elements [6].

o We assume that data patterns change over time, due to
a phenomenon commonly known as concept drift, which
can manifest in various forms. We specifically consider
three types of concept drifts, namely, sudden, gradual,
and recurring [5].

e We assume that various types of anomalies may hap-
pen in the smart manufacturing environment. These
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include hardware anomalies (e.g., caused by environmen-
tal interference, device malfunction, or reading errors)
and software anomalies (e.g., resulting from program
exceptions, transmission errors, or malicious attacks) [4].

B. Problem Statement

In IIoT environments, a significant portion of the data
generated consists of time-series data exhibiting temporal
correlations, where a record collected at a one-time point
may have connections to previously collected data records.
Time-series data consist of successive observations collected in
chronological order at each time slot ¢. In our study, we define
the stream of records as R = {rg,r1,...,rp}, (r; € Ry €
[0, M]), from M time instants and each data record r; is an
D-dimension vector. The status of the system at time slot ¢ is
determined by comparing the actual value y; and the predicted
value ¥;. Thus, data stream R is a sequence of observations
r; = (x5, y;), where x; is the vector of features, and y; is the
actual (independent) output of the prediction problem.

Supervised learning algorithms try to learn from past data
to identify the relationship between the features and the target
output. In the case of prediction, the learned model F'(x;) —
y; is used to predict ¢; for the upcoming observations. In
this non-stationary environment, the distribution of input data
frequently undergoes changes, leading to the occurrence of
concept drift. At time slot 7, the observation is generated
by a source with a joint probability distribution Py(x;, y;).
The data distribution is considered stationary if all records
follow the same distribution. Concept drift occurs if for two
distinct points in time slots ¢; and ¢, there exits x; such that
Py (x5, yi) # Py (w5, y;). The joint probability Py (x;, y;) can
be calculated by:

Pi(x;, y;) = Pe(x;) x Pi(y; | =), (1)

where P;(x;) denotes the marginal probability and P¢(y; | x;)
represents the posterior probability. At each time slot 7, the
objective is to drive a model Fy for Py(x;,y;), which can be
expressed as:

F = argminE(%y) €P(z,y) (3, y)l, 2)

feH

SUMMARY OF MAIN NOTATIONS

Symbol  Description

R A stream of records

r; An actual record

r; A predicted record

D Number of features (Dimensions)

rgl) The component 1 of record i

N Length of sequence

SZN Sequence of N consecutive actual records ending at record i
Sf\’ Sequence of N consecutive predicted records ending at record i
M Number of records in the dataset

L Length of prediction horizon

P(i) Probability of record i being normal

T Anomaly probability threshold

where H represents the set of hypotheses, E(-) indicates the
expected value of the record’s features, and ¢(-,-) represents
the loss function, which can be defined as a Sequence
Inconsistency Distance (SID) metric, which is explained in
technically greater detail in Section IV-B.

In the environment described in Section III-A, considering
the diversity of architectures employed in the edge networks,
the varying requirements for time-sensitive smart factory
services, and the variety of drift types, the task of detecting
anomalies in real time and coping with drifts while keeping all
possible variations is challenging. The objective of this work
is to determine the real-time anomaly status of an observation
r at time slot ¢, taking into account the temporal changes
in the feature distribution Ft(x) over time. Our goal is to
dynamically update the prediction rule by considering the
observed changes in the predictor features x. Table II provides
an overview of the input parameters and variables utilized in
our problem.

IV. SCALABLE AND ADAPTABLE PREDICTION-DRIVEN
ANOMALY DETECTION (SAPDAD)

To tackle the problem described in Section III-B, we
propose an approach to effectively cope with the concept
drift of data streams and accomplish real-time and accurate
anomaly detection. Fig. 3 shows the overview of our proposed
SAPDAD method. This method is designed to handle the high
velocity and volume of data streams, two key characteristics
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of dynamic, large-scale IIoT environments. Our proposed
SAPDAD method integrates a multi-source prediction model
with an adaptive mechanism for handling concept drift. This
ensures sustained detection accuracy for ever-changing data
patterns over time. To adapt to new patterns and anomalies in
streaming data, we employ an LSTM network for robust time-
series prediction and utilize a GA to dynamically optimize the
prediction model parameters. As shown in Fig. 3 SAPDAD
comprises two main phases: (i) offline phase and (ii) real-time
phase. During the offline phase, historical data is collected,
preprocessed, and used to train a predictive model. In the real-
time phase, anomalies are detected in streaming data in real
time, and the model is retrained once a concept drift occurs.
In the following, we provide a more detailed explanation of
each phase.

A. Offline Phase

The offline phase comprises two main components of
(i) Data Preprocessing (ii) Training and Prediction.

1) Data Preprocessing: The Data Preprocessing module
converts the time-series data into the proper form required
to be used in a neural network. First, the data is cleansed
from errors (e.g., missing values, outliers) and normalized.
We then perform a correlation analysis to understand the
interdependencies among the multi-dimensional features of
our data. Given R’ = {r{,,r},..., v, }, () € R,i € [0, M]),

where r’ is a column vector of D features representing a
/()

K
record, the Pearson correlation coefficient P o) (m) of r;
i

/(m) '

and r; across all records is defined as:
cov(r;(l), rg(m)>
Py im) = — 3)
T T O—T‘;(l>07’;(m)
Wy 1(m), . .
where cov(r;"", ;") is the covariance between two features

across all records, and o) and O s(m) are their standard

deviations. This analysis is critical in fdentifying inter-feature
dependencies and potential redundancy within the records.
Second, we employ the PCA method as our preprocessing
module to take into account the correlation between the
features [38]. The PCA process involves the following steps:
Standardization: We first standardize r/; to have a mean of 0
and a standard deviation of 1; the standardized r; is given by:
r/l- — Hi
rj=—", “)
o

where p; is the mean of r;, and o is its standard deviation.
Covariance Matrix Computation: Using PCA, correlated
features can be transformed into uncorrelated features called
orthogonal features, also known as principal components.
Principal components capture the orientations of the data,
explaining the highest proportion of variance. The correlations
between relevant features are considered during the process
of reducing the dimension. We note that the incorporation
of dimension reduction can further enhance the efficiency of
our proposed method. By leveraging the covariance matrix
of data with a high number of dimensions, PCA allows
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for its projection onto a new space. In this transformed
space, the axes are aligned with the eigenvectors of the
covariance matrix, prioritized based on the magnitude of their
corresponding eigenvalues. This process effectively reduces
the data size by retaining only the directions that capture the
most informative aspects, i.e., those associated with higher
eigenvalues. Given R = {rg,r1,...,rp7}, (r; € Ryi €
[0, M]), where 75 is a column vector of D features representing
a record, its normalized covariance matrix is

1 M—-1
S (ri—#)r—-7)7, )

M—1 ¢
1=0

M =

where ¥ is the D x D covariance matrix and the average value
of rj is T = ﬁ Zf\i Il r;. Its diagonal holds the variance of
each individual record, while the off-diagonal values represent
the covariances between different record combinations.
Eigenvalue Decomposition: By Utilizing eigenvalue decom-
position, we can express the covariance matrix Y as

Y =VAV L (6)

Here, the columns of matrix V represent the eigenvectors,
while the principal diagonal of matrix A contains the cor-
responding eigenvalues of matrix ¥. Notably, it can be
demonstrated that V* € RF serves as a basis for the subspace
of dimensions R¥, which preserves the strongest resemblance
to the original subspace.

Component Selection: We select the top B components that
cumulatively explain a significant portion of the variance. This
is determined based on the eigenvalues, with larger values
indicating a more explained variance.

Transformation: Finally, the original data is transformed into
a new set of uncorrelated features (principal components) by
projecting it onto the eigenvectors.

Next, the time series of each sample feature is decomposed
via time-series decomposition. For feature decomposition,
we apply the so-called Time Series Analysis (TSA) decom-
position [39] method, which is a procedure for predicting
time-series data based on an additive model. More specifically,
the obtained seasonal features of the record are concatenated
with the selected features of the record by PCA as an
additional input before being fed to the Training and Prediction
module, to be explained next.

2) Training and Prediction: The Training module is
responsible for training an LSTM model, which can be used in
conjunction with the feature decomposition process explained
in Section IV-Al to make multi-source predictions using a
sequence of records. LSTM provides an effective method
for analyzing time correlation features of time-series data.
Capturing time correlation is critical as anomalies may be
related to previous period data. As a result, by analyzing
the time correlation present in time-series data, we can
effectively detect anomalies. We note, however, that LSTM
models inherently fall short of learning complicated seasonal
patterns across a given multi-seasonal time-series data. To
cope with this, the proposed method explicitly considers the
seasonal aspects of the data as inputs to the LSTM model
by feature decomposition. Extracting and using the seasonal
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Algorithm 1: PDAD-SID

Input: Target record r;, prediction horizon L, reference series
length S, records r; _j to m;_1, AP(i — k) for k € [1, L]
Output SID(4)
C+1,p+05
for i =0:s — 1 do
AP(i) < 0
end for
for £ = 1: L do
Predict S
Caleulate WSD (87, 8F) using Eq. (9)
end for
while convergence condition is not met do
for i = L:s — 1 do
Calculate SID(%) using Eq. (10)
Calculate AP(7) using Eq. (11)
end for
< Mean of the SIDs
o < Variance of the SIDs
C + 1o?
end while
: Update SID(i) using Eq. (12)

R F DN R LY

S
e A U ol

features not only can help the LSTM model learn complicated
seasonal patterns but also lead to more efficient and shorter
training. we employ a hyperparameter optimization technique
based on GA [40]. This technique involves searching the
hyperparameter space using GA to identify the combina-
tion of hyperparameters that best fit the data and produce
accurate predictions. By leveraging GA-based hyperparameter
optimization, we aim to improve the overall performance
of our LSTM model. GA identifies optimal hyperparameter
values by leveraging information sharing and cooperation
among individuals in a population. We employ GA to identify
the optimal hyperparameters and LSTM network architec-
ture, including the number of hidden units, training times,
gradient threshold, and learning rate, for achieving the best
performance [40].

B. Real-Time Phase

In the real-time phase, the proposed method processes
online streams of data generated continuously over time. This
phase starts with the utilization of the LSTM model generated
during the offline phase to predict the future records of the data
stream to compute their anomaly probability utilizing PDAD-
SID. PDAD-SID, a multi-source prediction approach, uses
a record-to-sequence predictor. This differs from traditional
record-to-record predictors [28] by considering a sequence of
records for making predictions at different time points rather
than only one. Multiple predictions from multiple records form
a unified estimated value of the target record, which can be
used to determine whether or not it is anomalous, depending
on the target record’s deviation from the unified estimated
value. Algorithm 1 describes the pseudo-code of the proposed
PDAD-SID anomaly detection method. Furthermore, it is
crucial to update the anomaly detection model frequently to
keep up with the changes in data distribution. Therefore, upon
detecting concept drift in the new data streams, the LSTM
model will undergo retraining to align with the new IloT

IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 21, NO. 6, DECEMBER 2024

data. As a result, the proposed method can effectively adjust
to constantly evolving traffic data patterns and consistently
achieve accurate anomaly detection. The Real-Time phase
comprises two main components of (i) Anomaly Detection,
and (ii) Drift Detection and Model Update.

1) Anomaly Detection: The real-time anomaly detection
module relies on the calculation of two key metrics, namely,
SID metric and Anomaly Probability (AP), which are
explained below.

a) SID metric: Let r; and r; denote records i and j,

respectively, D be the dimension of each record, and rz-(l) be
the component [ of record i. We obtained the Record Distance
(RD) between records i and j as follows:

SR S

Next, let us define sequence Si , Vi > N, of length N, which
comprises N consecutive records ending at record i:

ri_1,T;). ®)

In order to obtain a uniform scale for measuring the dis-
tance between two sequences, the sequence distance metric
should be independent of the sequence length. Thus, we
calculate the distance between sequence Sév of actual record
values and sequence Siv of predicted record values via
Weighted Sequence Distance (WSD), which is defined as
follows:

RD rl,rj

N
Si = (ri—N—‘rla"'a

N N—
Zm*l e( ™. RD(r; m-+1,Fi— 7n+1)
Z%:l e(N—m) ’

9)

where r;_,,4+1 and T;_,, 41 are the actual and predicted values
of record ¢ — m + 1. In the definition of WSD function, time
decay weight e(N=m) is associated with record i — m + 1
in order to assign a greater level of reference to more recent
records.

To quantify the deviation of the target record i from the
estimated value, we define a new metric called SID, which is
given by:

WSD(S,N,Sf’) -

S fy P(i— k) -WSD(S;“,S;C)
Zl?:l P(i—k)

where L is the prediction horizon, which determines the max-
imum length of the predicted sequence, and P (i — k) denotes
the probability that record ¢ — &k is normal. The proposed SID
metric alleviates the impact of anomalous records within the
historical data by weighting the predictions (see Eq. (10)).
Fig. 4 provides a visual representation of the calculation of
SID in a specific case where L = 3. For example, let us assume
that we aim to calculate the SID of target 4 for L = 3. Once
the actual record r; arrives, the model predicts the next three
records ro, r3, and r4. Similarly, once record ro arrives, the
model predicts r3, ryq, and r5. Likewise, once r3 arrives, the
model predicts ry4, r5, and rg. A three-step process is carried
out to calculate SID(4) of the target 4. First, we calculate
the WSD of the actual and matching predicted sequences up

SID(i) =

, (10)
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SID (4)
A

WsD (85, §2)

O Actual record

‘ Record predicted by ry
. Record predicted by ry
. Record predicted by r3

WSD(S"‘, )

se.

Fig. 4. An example demonstrating the calculation of SID with the maximum prediction horizon length L=3.

to target 4, i.e., the distances between S}L and S}l, between
Si and si, and between Si and gi and then normalize it
by Z%:l e(N=m) a5 shown in Eq. (9). Subsequently, SID
is obtained as the normalized weighted sum of WSDs, see
Eq. (10).

b) Anomaly probability: Given that the range of the SID
metric is application-specific, we aim to map the value of
SID(4) of target i to its probability AP(7) of being anomalous
as follows:

. 1
AP(i) = “0<1 = O )

where (+) is the logistic mapping function, y is the mean of
the SIDs of some of the targets, C is the logistic growth rate,
which is set to 1 /02, where o is the variance of the SIDs of
some of the targets. To determine the optimal C and u, we
use an automated iterative algorithm, which is applied to the
training data. As time passes and the probability of the targets
becomes more accurate, we calculate ;1 and C according to the
mean and standard deviation of previous SIDs, respectively,
until the algorithm converges to stable values of p and C.
Using Eq. (11) to map SIDs to APs not only allows for a
better distinguishing between normal and anomalous data, but
it helps the values of APs become less application-specific.
Finally, in order to assign larger weights for normal records
in the calculation of SID, we substitute P(i — k) in Eq. (10)
with (1 — AP(i — k)). Thus, Eq. (10) can be re-written as
follows:

(11

L (1—AP(i — k) - WSD (sf, sk)

SID(7) = T :
2 k=1(1 = AP(i — k))

Algorithm 1 utilizes prediction horizon L, reference series
length S, and historical records (r;_f. to .r;_1) to calculate
SID for real-time anomaly detection. Initially, logistic growth
rate C and mean p are set, and anomaly probabilities AP are
initialized (lines 1 to 4 of Algorithm 1). For each incoming
record r; in the data stream, the algorithm utilizes the LSTM
model generated during the offline phase to predict future
records. This involves predicting multiple steps ahead, up to
the prediction horizon L (lines 5 to 6 of Algorithm 1). For
each predicted step (k from 1 to L), the algorithm calculates
WSD using Eq. (9) (lines 7 in Algorithm 1). The SID is then
updated using Eq. (10), which involves the weighted sum
of WSDs. This step provides a measure of the deviation of
the target record from the estimated value, considering the
historical context and the probability that previous records

. (12)

were normal. The SID values are mapped to AP using the
logistic mapping function described in Eq. (11). It refines SID
and AP iteratively until convergence and dynamically adjusts
the parameters (lines 10 to 13 of Algorithm 1). Likewise,
the algorithm iteratively updates parameters p and o until
convergence, allowing it to adapt to changing data patterns
(lines 14 to 16 of Algorithm 1). The resulting SID values are
then updated to assign larger weights for normal records in the
calculation of SID, the probability of a record being normal,
denoted as (1 — AP(i — k)) is substituted in the calculation
of SID (line 18 of Algorithm 1).

2) Drift Detection and Model Update: 110T streaming data
may be subject to a variety of data distribution changes,
which may occur in dynamic IIoT environments. Thus, the
anomaly detection model should be updated frequently in
order to keep up with the changes in data distribution. To
cope with this issue, we propose a RealTimeOAW method
to detect the concept drift and adapt to it. Our proposed
RealTimeOAW algorithm combines sliding and adaptive
window-based methods with performance-based approaches.
The RealTimeOAW algorithm is presented in Algorithm 2,
which detects concept drift within streaming data and sub-
sequently incorporates new records to update the model.
Algorithm 3 (HyperparameterOptimization Algorithm) uses
GA to tune and optimize the hyperparameters of the
RealTimeOAW algorithm.

Our proposed RealTimeOAW algorithm exploits two types
of windows: (i) sliding window for the detection of the concept
drift and (ii) adaptive window for storing newly arrived
records. The sliding window has a fixed size of L, which
contains the most recent records. The adaptive window, which
has a maximum size of L,, can adapt its size dynamically
based on the number of arriving records. When a new record
arrives, it is added to the adaptive window. If the number
of records in the adaptive window exceeds L,, the oldest
records are removed from the window. By keeping a window
of recently arrived records, the adaptive window ensures that
the algorithm can adapt to the changes in data distribution. The
sliding window W; associated with data record r; contains L
records from record i — L to record i. The Anomaly Rate (AR)
within the window can be calculated by considering both the
anomaly probability and the number of anomalous data records
in the corresponding window. If the anomaly probability of
each record data exceeds a pre-defined threshold 7, i.e.,
AP(i) > T, then record i is considered as an anomalous
record. Let W denote the set of the anomaly probabilities in
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Le L L
Algorithm 2: RealTimeOAW ’i >H
Input: R: Data stream, LSTM: Pre-trained LSTM model, L: selo Toalonfarfan]an o, Toal oo e (22 =. ]2 ‘ ‘
Prediction horizon, S: Series length, A,: Alert threshold, L
Dy, Drift threshold, Ls: Fixed sliding window size, Lq: L . J L - L — J
Max adaptive window size S,idf,,';‘(,i;’i:jow Slidi(;‘g";lr\ii:tgjow r;’;f)‘i“:;ﬂa pHe
Output: AR
I C’ondztz.on « Normal Fig. 5. An example of the sliding window and adaptive window of the
2: AdaptWin < () proposed RealTimeOAW algorithm.

3: for r; in R do

4 PDAD — SID(i, L, s)
2 X/}%M:n\:/iidlexé(wnh) l?sctufrsé;f CVS;I?;OW AR} We then d.eﬁne W4 as the set of APs (¢ W) that are greater
7. ARWin,_5 <« AR(W,_r ) {Last window AR} than the given threshold 7
. if (Condition = Normal and (ARWin; > A
’ A}(ﬁvmz_m then Vind (ARWin th Wa={AP(i)e W | AP(i) > T}. (14)
lg; gii%i%g :: ;lllci ?}t) tWin Ur; {collecting new records} Then, we calculate AR as follows:
11:  else if (Condition = Alert) then W
12: Ly (e Len(Adapt Win) : AR = || W;1| (15)
13: if ARWin; > Dy, * ARW’ini_Lq) then
14: Condition < Drift ‘ To detect the concept drift, we define thresholds Ay, and Dy,
15: J = i {Determine the AR for the first concept drifted  which are used to trigger the alert and drift levels, respectively.
. V;;;;);Z;L STM +_retrain LSTM on AdapiWin More speciﬁcgl'ly, when the difference 'bejtween. the ARs of
17 else if (ARWin; < Ay, * ARWin; | or Ly==La) the current sliding w1nd0w. i an.d the sliding .wmdow i- .Ls
(False alarm} then y exceeds Ay, the alert level is activated, prompting the adaptive
18: AdaptWin < 0 window to commence the collection of new incoming data
19: Condition <~ Normal records (lines 5 to 10 of Algorithm 2). Similarly, a drift is
i(l) elsilda {Win « AdaptWin U{r:} detected once the difference between the ARs of the current
2 end if P P t sliding window i and the sliding window i - Lg exceeds
23 else if (Condition = Drift) then Dyy,. At this point, the old learner is retrained on the newly
24; Ly + Len(AdaptWin) collected records in the adaptive window (lines 12 to 16 of
25: if (ARWin; > Ay, * ARWm] L, Of Lu==Lg) then Algorithm 2). Specifically, the system enters the retraining
26: UpdatedLSTM +retrain UpdatedLSTM on phase when one of the subsequent criteria is met: If the current
Adap th state is normal, the system enters the alert state when the AR
27: AdaptWin < . . .
8- Condition « Normal of the current sliding window exceeds Ay, x ARWin;_g,_.
20: else If the current state is alert, the system enters the drift state
30: AdaptWin < AdaptWin U {r;} when the AR of the current sliding window exceeds Dy, X
31: end if ARWin;_p,. If the AR of the current window is in either the
; § engnf((l)rlf alert state or the drift state and it does not exceed its threshold

or the maximum adaptive window size L, is reached, the
system switches back to the normal state and releases the
adaptive window. Once the adaptive window is filled with

34: return AR

Algorithm 3: HyperParametersOptimization enough new records, the algorithm retrains an LSTM model
Input: Space: configuration space, MaxTime: iteration for on the combined data from the adaptive window and the fixed
hyperparameter search . sliding window. After retraining, the system switches back to
Omvg?lf;s Optimizedgp: the detected optimal hyperparameter the normal state, and the adaptive window is released. A visual
MinAR: the average overall AR representation of the sliding and adaptive windows’ operations
1: MinAR « 0 is shown in Fig. 5.
2: for 7 =1 : MazxTime do To ensure accurate and consistent learning, the adaptive
3 Ath’Dth’LS’Lq < GeneticAlgorithm(Space) window is designed to continue collecting records until either
4 AR« RealTimeOAW (R, LSTM,L,S, Ay, Dyp.Ls.La) { of the following conditions is met: (1) the new AR exceeds the
Evaluate the current hyperparameters configuration} . ) . . .
s. if MinAR > AR then alert threshold Ay, in relation to the starting point of the drift,
6: MinAR +— AR signifying the current learner’s inability to handle the new data
7 Optimizedgp <A, DypyoLs,La record and requiring an update, and (2) the adaptive window
8 endif reaches its maximum capacity of L,, guaranteeing that real-
9: end for . o time constraints are met. The learner is then updated with
10: return MinAR, Optimizedyp

the most recent records within the adaptive window, resulting
in increased resilience and restoring the system to its normal
state (lines 23 to 32 of Algorithm 2). Conversely, if the sliding
window AR ceases to rise or even drops to the normal level
W= {AP(i— Lg),...,AP(i — 1), AP(i)}. (13) during the alert condition, it is considered as a false alarm.

the given sliding window W; as follows:
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Upon the release of the adaptive window, the system reverts
to its normal state. This allows for the monitoring of new drift
occurrences (lines 18 to 22 of Algorithm 2).

In order to achieve optimal performance, the hyperpa-
rameters of the LSTM models and RealTimeOAW must
be tuned and optimized. Two categories of hyperparameters
require tuning in the LSTM models: model design and model
training hyperparameters. Model design hyperparameters are
set during the model design process and include parameters
such as the number of layers, learning rate, and dropout
rate. In contrast, model training hyperparameters balance
training speed and model performance and include parameters
such as batch size and epoch number. It is important to
note that these hyperparameters have a direct impact on the
structure, effectiveness, and efficiency of the LSTM mod-
els. We note that four parameters play an essential role in
the RealTimeOAW algorithm, Ay, Dy, Ls, and L,. The
performance of the RealTimeOAW algorithm is directly influ-
enced by these parameters. In RealTimeOAW, GA is employed
to tune these hyperparameters, leading to the creation of an
optimal adaptive learner capable of handling both continu-
ous and discrete parameters. The Hyperparameter Optimized
Algorithm is shown in Algorithm 3, which uses GA to identify
the optimal combination of hyperparameters that return the
smallest overall AR. The detected optimal hyperparameters are
subsequently fed to the RealTimeOAW algorithm to build an
optimized model to detect anomalies accurately.

C. Time Complexity

In the following, we present the time complexity of our
proposed method. In our proposed method, matrix calculations
can be used to formulate the calculation of SID, allowing
the calculations to be performed in parallel. As a result,
the calculation of WSD and RD can be further accelerated.
By leveraging the Scalable Universal Matrix Multiplication
Algorithm (SUMMA) [41], we can significantly reduce the
time complexity of computing WSD in Eq. (9) from O(L?)
to O(L). Additionally, the computation of WSD and SID in
Eq. (10) can be efficiently performed in parallel since both
involve a vector-matrix multiplication. This parallelization
requires only L arithmetic operations, resulting in a time
complexity of O(L?/L) = O(L). Moreover, multiplying the
matrices in Eq. (10) can be accomplished with a complexity of
O(L). It is important to note that the matrix RD contains L x
L entries of record distance, and each entry is calculated using
Eq. (7). Therefore, updating RD (upon arrival of a new record)
runs with the complexity of O(L?D/L?) = O(D), where
D is the record dimension. Consequently, by incorporating
parallelization techniques, the time complexity of computing
SID(?) is reduced to O(D + L). As a result, by increasing
the number of dimensions, the time complexity of calculating
the SID metric grows linearly. The PDAD-SID algorithm
time calculates RD between each pair of records with a time
complexity of O(D) without any parallelization. Thus, the
time complexity for obtaining WSD between two sequences is
O(LD). Therefore, the time complexity of detection at a single
record is O(L?), because L sources of predictions are used (see
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TABLE III
HYPERPARAMETER CONFIGURATION OF LSTM AND REALTIMEOAW ON
(A) KDDCupr99, (B) IoTID20, AND (C) WUSTL-IIOT WITH
OPTIMAL VALUES

Model Hyperparameter | Search Range A B C
Number
LSTM of [20, 100] 100 87 100
Epochs
Learning Rate [0.0001, 0.01T | 0.001 | 0.0001 | 0.001
Optimizer [adam, sgd] adam adam adam
]/:\cnvgnon [relu, tanh] relu tanh tanh
unction
Loss Function [MSE.MAE] MSE MSE MSE
Batch Size [10, 50] 32 45 39
g‘:‘glmﬁ Asn 0, 0.1) 0.092 | 0.089 | 0.095
Dy, (0, 0.08) 0.03 0.045 | 0.034
L [100, 600] 270 150 325
L, [400, 4000] 2500 450 3240

Eq. (12)). With proper parallelization, the time complexity can
be reduced to O(D + L). Moreover, the training complexity
of RealTimeOAW is O(MH). Here, M denotes the number of
records, while H represents the maximum number of iterations
for hyperparameter search using the GA.

V. PERFORMANCE EVALUATION

In this section, we conduct a performance evaluation of our
proposed SAPDAD method. After describing our simulation
environment, datasets, and evaluation metrics, we present
our findings. Finally, we assess the impact of the anomaly
probability threshold T on the performance.

A. Experiment Environment

Our evaluations were conducted on a system equipped with
a quad-core CPU (model: Intel Core 17-7700, 3.60 GHz) and
16 GB of RAM. The inference module of our prediction
model was implemented using the Tensorflow-addons platform
(V.: 0.14), while the decomposition module utilized the TSA
Decomposition library (V.: 0.4). We conducted a hold-out
validation approach, where the initial model training utilized
the first 10% of the data, while the remaining 90% was
reserved for online testing purposes. The LSTM network
structure used for each dataset is based on [# RawFeatures +
#SeasonalFeatures, TimeStep, # RawFeatures x L]. Three
different time steps were evaluated, where the seasonality
length was 24 (daily seasonality length), 72, or 168 (weekly
seasonality length). Dropout was disabled. In order to avoid
over-fitting, a weight decay of 6 x 1076 was applied during
the training.

Table III presents the hyperparameters of LSTMs and
RealTimeOAWSs, which were automatically tuned using GA.
The experimental setup consisted of a population size of 70, a
crossover rate of 0.7, and a mutation rate of 0.15. Further, we
determined the optimal threshold for each of the time-series
datasets considering their common properties and validation
data. We consider a set of threshold values for anomaly
probability, including T' = {0.55, 0.60, 0.65,0.70,0.75}. Our
simulation results indicate that the optimal threshold value falls
within the range of 0.55 to 0.75, because the large thresholds
result in more false anomalies, whereas the small thresholds
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TABLE IV
PERFORMANCE COMPARISON OF DIFFERENT ANOMALY DETECTION METHODS WITH DRIFT ADAPTATION

Model KDDCup99 10TID20 WUSTL-IIoT
Avg. Exec. | Proc. Rate Avg. Exec. | Proc. Rate Avg. Exec. | Proc. Rate
AUC (%) Tirﬁe (ms) (Rec/Sec) AUC (%) Tin%e (ms) (Rec/Sec) AUC (%) Tir%le (ms) (Rec/Sec)
ORUNADA [2] 78.83 2.3491 427 76.72 1.2369 917 77.19 1.9861 501
A-Detection [33] 80.13 0.4755 1896 79.07 0.4580 1970 78.58 0.4572 1973
ASTREAM [34] 88.11 1.8870 531 78.91 1.0670 1117 78.68 2.2210 450
Online RNN-AD [35] 717.73 3.2433 308 74.03 3.0122 332 76.28 4.2452 235
PDAD-SID [8] 82.15 0.0305 2011 79.28 0.0119 2118 80.31 0.0652 1995
Proposed SAPDAD 89.71 0.0525 1945 80.66 0.0299 2021 83.08 0.0801 1984

prolong the execution time. The values of prediction horizon
L are selected from {10, 15, 20,30} [8].

B. Description of Datasets

Our evaluations are carried out on three high-dimensional
anomaly detection datasets, namely, the KDDCup99, [oTID20,
and WUSTL-IIoT.

o KDDCup99 [9] is a balanced intrusion detection dataset,
which includes a variety of hand-injected anomalies
(i.e., network attacks) into the normal network data.
The dataset has 43 dimensions, with an anomaly rate
of 1.77%.

e [0TID20 [10] is an IoT traffic dataset for anomaly detec-
tion where the distribution of records is unbalanced, with
94% categorized as normal and the remaining 6% labeled
as anomalous. The dataset was generated by employ-
ing virtual machines representing both normal network
behavior and attack scenarios, mimicking IoT services
through the utilization of the node-red tool. Subsequently,
features were extracted using the Information Security
Center of Excellence (ISCX) flow meter program. The
reduced IoTID20 dataset used in this work contains 6253
records, which were randomly sampled based on the time
slot at a rate of one data record per 10 time slots.

e WUSTL-IIoT [11] is a network data of IIoT and it
is collected from real-world industrial systems. This
dataset consists of a variety of IIoT components such
as sensors, actuators, Human-Machine Interfaces (HMI),
Programmable Logic Controllers (PLC), data loggers, and
alarm systems, all aimed at mimicking actual industrial
operations. The dataset is characterized by 41 distinct
features, chosen for their variability during different
attack phases. The types of cyber attacks represented in
this dataset include command injection, Denial of Service
(DoS), reconnaissance, and the use of backdoors.

C. Evaluation Metrics

In the following, we present our evaluation metrics. First,
we evaluate the effectiveness of different detection methods
under study by the so-called Area Under Curve (AUC), which
measures the accuracy. A large value of AUC indicates that
the model has a better measure of separability, which is
key for anomaly detection to meet our accuracy and drift
adaptive requirements. Second, we consider two Quality of
Service (QoS) parameters related to machine learning and
data analytics, namely, average execution time and processing

rate. Average execution time is the time required for pro-
cessing a single data record, including anomaly detection,
drift detection, and model updating. A short execution time is
crucial to meet the real-time and time-efficiency requirements
of the anomaly detection system. Moreover, the processing rate
measures the number of processed data records per second.
A large processing rate is essential for scaling the proposed
method to a large number of data records, i.e., scalability
requirement. It is worthwhile to note that in our evaluations,
we do not differentiate between anomaly types, because our
algorithm is designed to improve anomaly detection efficiency,
ensuring its applicability across various scenarios.

D. Results

We compare the performance of our proposed SAPDAD
anomaly detection algorithm with several benchmarks, namely,
ORUNADA [2], A-Detection [33], ASTREAM [34], Online
RNN-AD [35], and PDAD-SID [8].

Table IV shows a comparison between our proposed
SAPDAD anomaly detection algorithm and our benchmarks
for three datasets. We observe from the table that the
proposed method outperforms all other methods in terms
of AUC, achieving a score of 89.71% on the KDDCup99
dataset, 80.66% on the IoTID20 dataset, and 83.08% on
the WUSTL-IIoT dataset. In comparison, ORUNADA [2],
A-Detection [33], ASTREAM [34], Online RNN-AD [35]
have a significantly lower AUC scores of 78.83%, 80.13%
88.11%, and 77.73% on the KDDCup99 dataset, 76.72%,
79.07%, 78.91%, and 74.03% on the 1oTID20 dataset, and
77.19%, 78.58%, 78.68%, and 76.28% on the WUSTL-IIoT
dataset, respectively. The high AUC achieved by the proposed
SAPDAD demonstrates its robustness and also reflects its
ability to adapt to evolving data patterns. Next, AUC vs. the
number of records is shown in Fig. 6, where we observe that
as the data volume increases, the proposed SAPDAD method
maintains a consistent AUC, indicating its resilience to concept
drift. In contrast, other methods such as Online RNN-AD [35],
while efficient in processing rate, show variations in their
AUC performances. According to Fig. 6(a), although a small
drift occurred in the KDDCup99 dataset at the early stage
of the experiment, all methods were able to adjust to it, but
at different rates. Our proposed method adapted to all drifts
detected at data records 1201, 10854, and 19245, achieving the
highest AUC of 89.71%, while the PDAD-SID model’s AUC
dropped to only 82.15% without drift adaptation. Similarly, in
the IoTID20 dataset, as illustrated in Fig. 6(b), our proposed
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Fig. 6. AUC of different anomaly detection methods with drift adaptation vs.
the number of records for (a) KDDCup99, (b) IoTID20, and (¢) WUSTL-IIoT
datasets.

method achieved an AUC of 80.66%, highlighting its ability
to adapt to a subtle concept drift detected at data record 1023.
In comparison, the PDAD-SID model [8] had a slightly lower
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AUC of 79.28% without drift adaptation. As illustrated in
Fig. 6(c), our proposed method achieves an AUC of 83.08%,
demonstrating its ability to adapt to a concept drift detected
at data records 3380, 9000, and 12584. In comparison, the
PDAD-SID method [8] has a slightly lower AUC of 80.31%
without any drift adaptation. Therefore, while the PDAD-SID
model [8] shows a comparable efficiency in terms of execution
time, it’s lower AUC and processing rate suggests a trade-off
between speed and accuracy. This trade-off is evident in Fig. 6,
where the performance of PDAD-SID falls below SAPDAD,
especially for the IoTID20 and WUSTL-IIoT datasets, which
present more complex and unbalanced data characteristics.

Table IV also presents the average execution time
performance of different algorithms under considera-
tion. The proposed model outperforms ORUNADA [2],
A-Detection [33], ASTREAM [34], and Online RNN-AD [35]
with significantly shorter average execution times of only
0.0525 ms, 0.0299 ms, and 0.0801 ms, respectively, across the
three datasets. The reason for this is mainly due to PDAD-
SID’s efficiency and sliding window strategy. In terms of
record processing rate, ORUNADA [2], ASTREAM [34],
and Online RNN-AD [35] outperform the proposed model.
However, their AUC falls significantly short compared to the
performance achieved by our proposed method. Additionally,
in contrast to PDAD-SID, the proposed method demonstrates
a significantly improved processing rate of 1945, 2021,
and 1984 records per second in the three datasets. While
PDAD-SID exhibits shorter execution times for each record
compared to the proposed model, its AUC is notably lower
than the proposed method. Hence, based on our findings,
setting the anomaly probability threshold 7 to 0.65, 0.70,
and 0.70, and the prediction horizon L to 10, 15, and 15 for
KDDCup99, IoTID20, and WUSTL-IIoT, respectively lead to
a suitable accuracy-efficiency trade-off for practical scenarios
(see Table IV). The combination of high AUC scores and
the graphical trends in Fig. 6 underline SAPDAD’s superior
performance in adapting to concept drifts, a critical aspect
in dynamic IIoT environments. The proposed SAPDAD not
only achieves a high accuracy (as indicated by AUC) but
also maintains efficiency in terms of execution time, thus
making it highly suitable for real-time applications. The
consistent performance of the proposed method across various
datasets KDDCup99, IoTID20, and WUSTL-IIoT highlights
its robustness and applicability in a wide range of IIoT
environments.

In addition to high accuracy, the SAPDAD method demon-
strates a notable efficiency in processing IIoT data streams.
This efficiency is primarily achieved through its unique archi-
tectural design and optimization. Specifically, the use of a
lightweight LSTM network structure coupled with a strategic
hold-out validation approach ensures swift data processing
without compromising the ability to learn from complex data
patterns. Furthermore, the application of weight decay during
training helps prevent overfitting, thereby maintaining agility
in processing new data. Moreover, the results demonstrate
operational efficiency, which is essential to run real-time
anomaly detection in resource-constrained environments. This
is evidenced by the obtained execution times shown in
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Table IV. Additionally, by dynamically adjusting to concept
drifts and evolving data patterns, the proposed SAPDAD
method reduces the need for frequent retraining and/or manual
intervention, thereby saving computational resources and time.

Next, we assess the correlation between accuracy and
execution time. Fig. 7 depicts AUC vs. execution time for
different values of the number # of LSTM hidden layers for
KDDCup99, I0TID20, and WUSTL-IIoT datasets. We observe
from the figure that the AUC exhibits a positive correlation
with the number % of hidden layers, which was expected. More
specifically, as & increases, the obtained AUC also increases,
which comes at the expense of a larger execution time. The
increased execution time is a direct consequence of incurring
complexity to the underlying LSTM model. Fig. 7 is key to
help the decision-makers make a trade-off between accuracy
and cost.

Next, we examine the trade-off between AUC and execution
time for different values of input parameters of anomaly prob-
ability threshold 7, prediction horizon L, and input dimension
size D.

a) AUC: Figure 8(b) illustrates the AUC of the proposed
SAPDAD algorithm for different values of anomaly prob-
ability threshold 7 and prediction horizon L. Given that
our proposed algorithm carries out a probabilistic detection
rather than classification, we use AUC as our metric, which
offers the advantage of being threshold-independent. The
values of anomaly probability threshold 7 and prediction
horizon L was selected from {0.55,0.60,0.65,0.70,0.75} and
{10, 15,20, 30}. As shown in Fig. 8(a), the highest AUC was
achieved for L=10 for a wide range of anomaly probability
threshold values. Therefore, we set the prediction horizon L to
10 in the rest of our evaluations. For a fixed prediction horizon
L, the optimal anomaly probability threshold 7" was 0.65
for the KDDCup99 dataset because it resulted in improved
AUC. Hence, we consider the data records with an anomaly
probability of greater than 0.65 as anomalous. For the IoTID20
dataset, as shown in Fig. 8(b), L=15 leads to the highest
AUC with an anomaly probability threshold 7" of 0.70. For the
WUSTL-IIoT dataset, as shown in Fig. 8(c), L=15 leads to the

IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. 21, NO. 6, DECEMBER 2024

highest AUC with an anomaly probability threshold 7" of 0.70.
We note that a higher anomaly probability threshold results in
fewer false anomalies, whereas a lower threshold increases the
false negatives. Therefore, we determined the anomaly prob-
ability threshold T to 0.65, 0.70, and 0.70 in the KDDCup99,
[oTID20, and WUSTL-IIoT datasets, respectively.

b) Execution time: Figure 9(c) illustrates the execution
time for different values of anomaly probability threshold T
and prediction horizon L. According to Fig. 9(a), Fig. 9(b),
and Fig. 9(c), it is evident that the average execution time of
the proposed SAPDAD decreases as the anomaly probability
threshold T increases for a given prediction horizon L. This is
due to the fact that the frequency of model updates decreases
as the anomaly probability threshold T increases. For a fixed
anomaly probability threshold 7, the average execution time
grows as the prediction horizon L increases. This is due to the
fact that increasing the prediction horizon L makes it more
difficult to satisfy the criteria for model updates.

c) Scalability: Next, we examine the scalability of the
proposed algorithm. To ensure a fair comparison, Fig. 10
illustrates only the results of SAPDAD for different dimen-
sions. The reason is that the execution time of the existing
methods was well above a millisecond, even for a small
number of dimensions. In the existing methods, as the number
of dimensions increased, the average execution time increased
significantly. We vary the number D of dimensions from
6 to 42, 8 to 32, and 6 to 40 for KDDCup99, 1oTID20,
and WUSTL-IIoT datasets, respectively. Among the existing
methods tested on the KDDCup99 dataset, the proposed
SAPDAD method demonstrates the lowest execution time.
More specifically, the obtained execution time is 1.2 ms and
3.6 ms for D=14 and D=42, respectively. Similarly, when
applied to the IoTID20 dataset, the proposed SAPDAD method
exhibits the lowest execution time of 1 ms and 2.8 ms for
D=6 and D=32, respectively. For the WUSTL-IIoT dataset,
the proposed SAPDAD method exhibits the lowest execution
time of 1.6 ms and 3.1 ms for D=24 and D=40, respectively.
We observe from Fig. 10 that the execution time of the
proposed SAPDAD method grows linearly with the number
of dimensions in the three datasets. The short execution
time in the [oTID20 dataset compared to the KDDCup99
and WUSTL-IIoT datasets can be attributed to two factors.
First, the network traffic patterns in the IoTID20 dataset have
less variability and fluctuation, allowing for faster processing
during testing. Second, given that there existed a smaller
number of concept drifts in the [oTID20 dataset, fewer model
adaptations were required during the testing.

E. Latency of Various Modules in SAPDAD

In order to identify the key factors contributing to latency
in the proposed SAPDAD, a detailed breakdown of the
latency for various modules is presented in Table V. This
table provides a comprehensive view of how each phase and
module of the approach contributes to the overall latency
across KDDCup99, 10TID20, and WUSTL-IIoT datasets. We
observe from Table V that the Training and Prediction module
is the primary contributor to the overall latency. This is
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particularly noticeable in the offline phase, where the latency
of this module is significantly higher than the others, recording
3.110 ms for KDDCup99, 2.544 ms for [oTID20, and 3.857 ms
for WUSTL-IIoT. The Preprocessing module, which is also
in the offline phase, shows a latency of <0.1 ms for various
datasets. This indicates a relatively minor impact on the overall
latency, owing to the preprocessing algorithms’ efficiency.
During the real-time phase, both Anomaly Detection and Drift
Detection and Model Update modules demonstrate low latency
values. The Anomaly Detection module records latencies of
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phase Module Latency (ms)
KDDCup99 | 10oTID20 | WUSTL-IIoT
Offline Preprocessing 0.091 0.050 0.12
Training and 3.110 2,544 3.857
Prediction
Real- Anomaly
Time Detection 0.011 0.012 0.014
Drift Detection
and 0.041 0.017 0.065
— Model Update

only 0.011 ms, 0.012 ms, and 0.014 ms for KDDCup99,
[0TID20, and WUSTL-IIoT, respectively, reflecting its low
computational complexity and efficient operation. Similarly,
the Drift Detection and Model Update module shows latencies
of 0.041 ms, 0.017 ms, and 0.065 ms for KDDCup99,
[0TID20, and WUSTL-IIoT, respectively.

F. Ablation Study

In the following, we run an ablation evaluation to exam-
ine the contribution of different modules of the proposed
SAPDAD to the overall performance.

1) Impact of Drift Adaptation and Dimension Reduction:
Table VI presents the impact of drift adaptation and dimension
reduction modules of SAPDAD on the AUC performance
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TABLE VI
ABLATION EXPERIMENT RESULTS FOR DRIFT ADAPTATION AND
DIMENSION REDUCTION ON AUC IN (A) KDDCuP99, (B) IoTID20,
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TABLE VIII
COMPARATIVE ANALYSIS OF SAPDAD MODEL PERFORMANCE USING
LSTM, CNN, GRU, AND LSTM-CNN ARCHITECTURES FOR

AND (C) WUSTL-IIOT DATASETS WUSTL-IIOT
. Drift Dimension o Model AUC (%) | Execution Time (ms)
Variant Adaptation | Reduction AUC (%) SAPDAD with LSTM 83.08 0.0801
A B C SAPDAD with CNN 80.10 0.1176
Full System Yes Yes 89.71 | 80.66 | 83.08 SAPDAD with GRU 79.95 0.6342
No Dr1.ft No Yes 8575 | 76.64 | 79.10 SAPDAD with LSTM-CNN 76.41 0.3452
Adaptation
No Dimension Yes No 87.75 | 78.64 | 82.10
Reduction o
No Modules No No 8275 | 73.64 | 77.10 across all subsets. Here, a more significant performance drop
is noted as we move to later subsets. The results for this variant
TABLE VII can be explained by the lack of adaptation to concept drift.
VALIDATION OF RECURRING PATTERNS ON WUSTL-IIOT Given that no further optimization or retraining is conducted
after the initial training set, the performance on the subsequent
. AUC .
Variant | pi—est | P2—test | P3—test | Pa—test | Po—test | (g test sets degrades more dramatically. The use of GA for
Varllant $2.0 760 775 76.0 $1.0 791 hyperparame.ter optimization on the initial training set shogld
Vo ideally provide robust hyperparameters that can generalize
ariant . . .
It 82.0 70.0 68.5 67.0 72.0 71.9 well to future data. However, as the data drifts, the optimized

across various datasets. The experiments involve four con-
figurations: (i) full system with both modules enabled, (ii)
system without drift adaptation, (iii) system without dimension
reduction, and (iv) baseline system without any drift adaptation
or dimension reduction. In the full system configuration, the
obtained AUCs are the highest among all configurations,
reaching 89.71% for KDDCup99, 80.66% for 1oTID20, and
83.08% for WUSTL-IIoT, which underscore the combined
effectiveness of these modules in enhancing anomaly detection
accuracy. When there is no drift adaptation, we observe a
noticeable decline in AUC (85.75% for KDDCup99, 76.64%
for IoTID20, and 79.10% for WUSTL-IIoT), which highlights
the importance of this feature in adapting to changes in
data over time. Similarly, the absence of dimension reduction
results in decreased AUCs of 87.75%, 78.64%, and 82.10%
for the respective datasets, indicating that managing the com-
plexity of the feature space is crucial for maintaining high
detection accuracy. The most significant impact is observed
in the baseline configuration without any drift adaptation
or dimension reduction, where the AUC drops to 82.75%,
73.64%, and 77.10% for KDDCup99, IoTID20, and WUSTL-
IIOT datasets, respectively.

2) Recurring Patterns: Table VII presents the results of
two distinct training approaches used on the WUSTL-IIoT
dataset, which was divided into five equal and sequential
subsets, ranging from p; to ps. Each subset was further split
into training and test sets. For variant I, the GA-optimized
hyperparameters from the pi_iyain Subset are applied to all
subsequent test subsets. We observe a slightly decreasing trend
in AUC from pj —test tO p4—test, Which is a direct consequence
of concept drift. Specifically, as the subsets move further
from the initial training data, the performance degrades due
to changes in the underlying data distribution. However, the
slight improvement in p5_test May suggest a recurring pattern
or a return to similar conditions as the initial training set,
allowing the model to regain some performance. For variant
I, the model is trained only once on pj_(rain and tested

parameters may become less effective. Table VII reflects that
optimized parameters perform well initially, but may require
updating as the concept drift occurs. This is evidenced by
the gradual performance decrease in both variants, more so in
variant II, which does not adapt its hyperparameters.

3) Performance Comparison of Various Architectures:
Finally, we evaluate the accuracy of the trained prediction
model of SAPDAD, which was initially implemented using
LSTM. To explore the effectiveness of different neural network
architectures, we replaced the LSTM network with three
alternative configurations of CNN, GRU, and a hybrid network
combining LSTM and CNN (LSTM-CNN). As shown in
Table VIII, the LSTM configuration achieved the highest AUC
of 84.10%, with an execution time of 0.0801 ms. The CNN
model, with an AUC of 80.10%, exhibits a good balance
between accuracy and efficiency, showing an execution time
of 0.1176 ms, which may be suitable for environments with
limited computational resources. The GRU variant presented
a similar AUC of 79.95%, but with a higher execution time
of 0.6342 ms. In contrast, the LSTM-CNN hybrid, while
offering extensive feature extraction capabilities, has a lower
AUC of 76.41% and a moderate execution time of 0.3452 ms,
indicating the computational demands of integrating LSTM
and CNN features for anomaly detection in IIoT.

VI. CONCLUSION AND FUTURE DIRECTIONS

The growing popularity of IIoT systems presents challenges
in collecting and processing large volumes of streaming data
generated by diverse sensors in dynamic environments. To
address this challenge, adaptive machine learning methods
are suitable solutions to deal with the continuously evolving
IIoT data streams. In this paper, an adaptive model for real-
time anomaly detection was proposed, which is accurate and
time-efficient. The proposed SAPDAD method combines a
novel drift-handling algorithm (RealTimeOAW), a prediction-
driven algorithm (PDAD-SID), and a hyperparameter method
(GA) to dynamically adapt to the continuous changes in data
streams within IIoT environments. The proposed SAPDAD
method offers a number of advantages for anomaly detection in
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IIoT environments, including real-time processing capabilities,
scalability, adaptability to data pattern changes, and improved
accuracy with its prediction-driven strategy, which make it
an effective solution for handling the dynamic and complex
data streams in industrial environments. The evaluation of the
proposed method was conducted using three real-world IIoT
anomaly detection datasets, namely, KDDCup99, IoTID20,
and WUSTL-IIoT. Our trace-driven evaluations demonstrate
that the proposed algorithm not only outperforms the existing
benchmarks in terms of accuracy but can also detect anomalies
in a bounded time. An interesting future research avenue is
to develop a technique to consider time-sensitive application
logs, resource metrics, and trace data to address the challenges
associated with anomaly detection in large-scale complex
microservice systems.
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