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Wireless sensor networks have been deployed in areas such as healthcare, military, transportation
and home automation to collect data and forward it to remote users for further processing. Since open
wireless communication channels are utilized for data transmissions, the exchanged messages are vul-
nerable to various threats such as eavesdropping and message falsifications. Therefore, many security
solutions have been introduced to address these challenges. However, the resource-constrained nature
of the sensor nodes makes it inefficient to deploy the conventional security schemes which require
long keys for improved security. Therefore, lightweight authentication protocols have been presented.
Unfortunately, majority of these schemes are still insecure while others incur relatively higher energy,
computation, communication and storage complexities. In this paper, a protocol that deploys only
Privacy lightweight one-way hashing and exclusive OR operations'i.s presented. Its formal_security anal_ysis
Sensor using Real-or Random (ROR) model demonstrates its capability to uphold the security of the derived
WSN session keys. In addition, its semantic security evaluation shows that it offers user privacy, anonymity,
untraceability, authentication, session key agreement and key secrecy. Moreover, it is shown to resist
attacks such as side-channeling, physical capture, eavesdropping, offline guessing, spoofing, password
loss, session key disclosure, forgery and impersonations. In terms of performance, it has relatively lower
communication overheads and improves the computation costs and supported security characteristics

by 31.56% and 33.33% respectively.
© 2023 The Author(s). Published by Elsevier B.V. on behalf of Shandong University. This is an open access
article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Wireless Sensor Networks (WSNs) consist of sensor nodes that
are characterized by limited energy, memory, transmission range,
communication and processing power [1]. These sensors are uti-
lized to measure environmental physical conditions in fields such
as the industry, health, military, commerce, transportation and
home automation. As explained in [2,3], WSNs are a sub-set of
the Internet of Things (IoT) and exhibit dynamic topology with
self-organizing characteristics. The WSN deployment for data col-
lection in hostile and unattended environment such as military
surveillance renders information processing more intelligent and
efficient [4]. Normally, the collected data from the sensors is
sent to the gateway nodes over wireless channels, which then
forward it to the remote users for further processing. In spite of
the numerous benefits of deploying WSNs, they face a myriad of
privacy and security threats. This is attributed to their operation
in hash and unattended environments, and message exchanges
over the open wireless channels. Therefore, WSNs are exposed
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to threats such as privacy disclosure, eavesdropping, as well as
message interception and tampering [1,5,6]. In addition, authors
in [7] have identified message replays, eavesdropping and active
intrusion as being serious issues in WSNs. Moreover, deployment
in hash locations has been identified in [8,9] as challenging issue
that exposes the sensor nodes to compromise attacks.

Strong mutual authentication can help validate all the received
messages and hence help address some of the above security
challenges [10]. For instance, it can help prevent illegal message
modifications, uphold confidentiality as well as verify the authen-
ticity of the message sources [11]. Effective key management is
another approach that can be deployed to secure the commu-
nication process in WSNs [12]. As explained in [13], ideal key
management must satisfy the goals of flexibility, security and effi-
ciency. User authentication must be executed between the sensor
nodes and all users before these session keys can be negotiated.
Afterwards, these session keys are utilized to encrypt all sensitive
data so as to prevent unauthorized access [5]. Unfortunately, the
resource-constrained nature of the sensor nodes impedes the
deployment of long keys for enhanced security [4,14]. This is
because long keys result in high computation, communication
and storage costs. In addition, some deficiencies have been noted
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in majority of the conventional authentication schemes, exposing
the sensor nodes to attacks such as spoofing [1]. It is evident that
authentication in WSNs can allow the node to verify whether
data have been sent from authorized sources and protect the
original data from changes. However, there are some security
deficiencies in most of the existing authentication protocols, such
as ID spoofing attacks [1]. There is therefore need to develop a
truly lightweight security protocol that can protect the sensitive
data exchanged in WSNs. The proposed protocol uses lightweight
cryptographic operations such as one-way hashing and XOR that
offers the required efficiency. In addition, it deploys pseudo-
identities instead of the real identities of the communicating
entities so as to preserve their privacy. Moreover, random nonces
are incorporated in the derivation of the session keys so as to
preserve key secrecy.

1.1. Motivation

The wireless sensor networks face numerous security and
privacy challenges due to the message exchanges over the open
public channels. Therefore, these networks are vulnerable to at-
tacks such as node capture, message falsification, tampering and
eavesdropping. These can lead to user privacy disclosure, forgery,
session hijackings among other threats. In addition, the sensor
nodes are resource-limited, implying that conventional authen-
tication schemes requiring large key sizes for improved secu-
rity can incur heavy computation, energy, communication and
storage overheads. Therefore, all these techniques are unsuit-
able for this sensor environment. Although many protocols have
been developed, the focus is normally on either security or per-
formance but not both. Consequently, most of the presented
schemes are either vulnerable to attacks or have high compu-
tation, storage, communication and energy complexities. Since
these sensors are deployed in sensitive environments such as
military surveillance, any successful compromise can have serious
repercussions. Therefore, a suitable authentication protocol needs
to be provably secure and lightweight.

1.2. Research contributions

In the face of the security and performance issues in Section 1
above, this paper makes the following contributions:

e A protocol that incorporates pseudo-identities is developed
to provide privacy, anonymity and untraceability of the
users and sensor nodes.

e Random nonces are included in all the derived session keys
to make them one-time. This helps preserve backward and
forward key secrecy.

e Lightweight cryptographic operations such as exclusive Or
(XOR) and one-way hashing are deployed during mutual
authentications. This renders our protocol efficient for the
resource-limited sensor nodes.

e Formal security analysis is executed using the Real-or Ran-
dom (ROR) model. This demonstrates that the proposed
protocol upholds the security of the session keys derived by
the user, gateway node and sensor node.

e Extensive semantic security analysis is carried out, which
shows that the proposed protocol is resilient against com-
mon wireless sensor network attacks such as packet replays,
KSSTI, session key disclosure, forgery, impersonation, MitM,
side-channeling, spoofing, physical capture, password loss,
eavesdropping, DoS and offline guessing.

The rest of this article is structured as follows: Section 2
describes related work while Section 3 presents the proposed
protocol. On the other hand, Section 4 details the security eval-
uation of our scheme while Section 5 presents its performance
evaluation. Finally, Section 6 concludes the paper and gives some
future research directions.
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2. Related work

Many security solutions have been developed over the recent
past to secure the sensor nodes from attacks. For ease of under-
standing, these existing works have been categorized based on
the most common cryptographic operations as well as the num-
ber of factors involved during the authentication process. In this
regard, password, elliptic curve, blockchain, smartcards, Public
Key Cryptography (PKC), Media Access Control (MAC), bilinear
pairing, one-way hashing, Chebyshev chaotic, two-factor, and
three-factor authentication based schemes were found to be pop-
ular and common. However, most of these schemes have some
challenges which limit their applicability in sensor networks as
discussed below.

Based on passwords, authentication protocols have been de-
veloped in [15,16]. However, these schemes are susceptible to
offline password guessing attacks [11]. To provide forward key
secrecy and address stolen verifier attacks, an elliptic curve based
scheme is presented in [17]. Unfortunately, this protocol cannot
withstand session-specific random number leakage and privi-
leged insider attacks. In addition, it cannot offer forward key
secrecy [18]. Although the protocol in [19] can address some of
these challenges, the deployed blockchain technology results in
high storage and computation overheads [20]. To curb this, two-
factor authentication schemes are developed in [21,22], based on
smartcards and passwords. However, this makes them vulnerable
to smartcard loss and offline password guessing attacks. To offer
untraceability and user anonymity, an authentication scheme
is presented in [23]. Unfortunately, this protocol is susceptible
to Denial of Service (DoS) attacks and cannot preserve forward
secrecy [24]. Similarly, the scheme in [25] cannot attain forward
secrecy, unlinkability and user anonymity [26]. In addition, it
is vulnerable to impersonation and offline password guessing
attacks. Public Key Cryptography (PKC) plays critical roles in
securing the WSN communication process. As such, PKC based
protocols have been developed in [27,28]. Here, pairs of public
and private keys are utilized. Unfortunately, PKC requires long
key sizes to offer high levels of security protection, which renders
it unsuitable for sensor nodes [29]. To preserve data integrity
and availability, a Media Access Control (MAC) based authen-
tication model is presented in [30]. However, it is difficult to
preserve non-repudiation in MAC addresses [1]. On the other
hand, the scheme in [31] fails to verify the password correct-
ness and can potentially result in high computation overheads
at the gateway node [5]. Similarly, the Elliptic Curve Cryptogra-
phy (ECC) based protocols in [32,33] have high communication
overheads [4]. Another ECC based scheme is developed in [34]
for security enhancement in wireless sensor networks. Unfor-
tunately, this technique is prone to offline password guessing,
replay and sensor node capture attacks. In addition, it does not
uphold unlinkability, session key secrecy, anonymity and perfect
forward secrecy [11].

To provide user authentication in healthcare-based wireless
sensor networks, a security scheme is presented in [35]. However,
the deployed smartcard renders it vulnerable to smartcard loss
attacks. In addition, its bilinear pairing operations during data
verification lead to high computation overheads [36]. Therefore,
an enhanced scheme based on ECC is presented in [37]. However,
the authors in [38] analyzed this protocol and found it vulnera-
ble to information disclosure attacks and cannot achieve strong
key security. As such, they proposed an improved scheme that
solved these challenges. Unfortunately, this scheme is suscep-
tible to session key exposure and masquerade attacks [39]. In
addition, it fails to attain untraceability and anonymity.
Therefore, an enhanced three-factor authentication technique
is introduced in [40]. However, this approach is still prone to
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de-synchronization and stolen-verifier attacks. It also fails to
provide perfect forward key secrecy [41]. Therefore, an ECC-based
anonymous security solution is developed in [41]. However, user
identities can be recovered upon adversarial capture of the sensor
nodes in both [40,41]. In addition, the scheme in [41] has unre-
alistic network model in which the sensor node communicates
directly with the remote users devoid of the gateway node. As
such, the sensor node battery can be quickly drained. To secure
the communication between the sensors and users, hash-based
authenticated protocols are developed in [42,43]. However, the
scheme in [42] is vulnerable to information leakage attack and
cannot achieve anonymity [5]. Similarly, the protocol in [43] is
resilient against offline password guessing attack but fails to
protect against information leakage attack. This is because of the
dependency among the random numbers deployed for session
key derivation. On the other hand, a trust-based authentication
model is introduced in [44]. Unfortunately, the inclusion of times-
tamps during trust score computation renders it vulnerable to
de-synchronization attacks [45]. Similarly, the protocol in [46]
is susceptible to de-synchronization, privileged insider and user
impersonation attacks. It also fails to attain untraceability and
anonymity [5]. Based on these weaknesses, a three-factor user
authentication scheme is presented in [5]. Although this scheme
is resilient against user identity and password offline guessing
attacks upon smart card loss, it has not been evaluated against
attacks such as side-channeling, forgery and spoofing. Based on
ECC, authentication protocols have been presented in [47,48].
However, these two protocols cannot provide three-factor secu-
rity [38]. In addition, the scheme in [47] is vulnerable to replay
and counterfeit attacks, while the protocol in [48] is susceptible to
information leakage attack [38]. On the other hand, the Rabin PKC
based scheme in [49] incurs heavy computation overheads that
can drain sensor battery [50]. Two schemes based on Chebyshev
chaotic mapping have been presented in [51,52] to enhance
efficiency and security in WSNs. However, these two methods
cannot withstand gateway node impersonation attacks [5]. In
addition, the protocol in [52] fails to protect against privileged
insider and impersonation attacks [5].

In spite of the high number of security solutions developed
over the recent past, it is evident that the attainment of perfect
security in the face of limited resources at the sensor node still
remains challenging. In this environment, various options such
as passwords, cryptographic protocols, IDs, MAC addresses and
certificates have been deployed during authentication [53]. How-
ever, each of these methods has some challenges. For example,
ID-based schemes are susceptible to spoofing attacks while the
storage complexity for certificate-based techniques is high for
sensor nodes. On the other hand, non-repudiation cannot be
assured for password, ID and MAC address based schemes [1].
Regarding cryptographic protocols, their security is hinged on the
strength of the underlying encryption algorithms. On the other
hand, data increase in blockchain networks result in increased
number of blocks and the surging memory requirements [54].
In addition, any increase in data leads to surging number of
transactions and energy requirements for validating the blocks as
well as addition of new blocks to the chain [55]. The proposed
protocol is shown to incur the least computation costs while at
the same time supporting the highest number of security and
privacy features. It therefore solves some of the performance,
privacy and security challenges inherent in most of the existing
works.

3. The proposed protocol

The key concepts deployed in the proposed protocol are first
presented in this section, followed by the actual protocol. This in-
cludes the mathematical formulations, threat model, security re-
quirements, key design principles, network model and the various
phases of the proposed scheme.
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3.1. Mathematical preliminaries

In this sub-section, some mathematical formulations for the
one-way hashing operations are presented. This include its
collision-resistant property as well as its output format.

Definition 1. Suppose that s is a variable length input string
and h(.) is a one-way hashing function such that s € {0, 1}*.
Considering h: {0,1}* —{0,1}" as a deterministic function, then
when s is supplied as input to h(.), an L bits fixed length output
string h(s) is produced.

Definition 2. Let A be an adversary interested in finding a colli-
sion for h(.) in time T. Then, Adv?\(')(T) denotes the advantage that

A has for this collision. In addition, Advg(') (T) = P [(01, 02)] eﬁ:
01 # 02, h(01) = h(02).

Definition 3. Consider an (w, T) — adversary attempting to com-
promise the one-way hashing function’s collision resistance. Then
at most run time T, Adv?\(')(T) < w.

3.2. Threat model

In this protocol, an adversary is assumed to have all the
capabilities advocated in the Dolev-Yao (D-Y) and Canetti and
Krawczyk (C-K) threat model. Basically, the attacker is thought to
have capabilities of intercepting, eavesdropping, altering, deleting
and replaying messages exchanged over the public channels. In
addition, the adversary can have access to secret security tokens
deployed in the authentication procedures. These may comprise
of tokens stored in sensor devices, long-term private keys as well
as transient parameters used to derive the session keys.

3.3. Security requirements

In the face of the attacker with the capabilities under the D-
Y and C-K threat models, an ideal authentication protocol should
have the following requirements to ensure secure communication
process among the user, sensor and gateway node.

User privacy: After successful adversarial capture of the exchanged
messages between the remote user and the sensor nodes, it
should be impossible to discern personally identifiable informa-
tion of the user from these messages.

Anonymity: It should be cumbersome for the attackers to establish
the actual identity of the users and sensors based on any captured
messages.

Untraceability: Upon successful capture of the transmitted mes-
sages, adversaries should be incapable of tracing these messages
to particular users and sensor nodes.

Authentication: All the sources of the transmitted messages must
be verified at the receiver end.

Session key agreement: After the completion of the communi-
cation entities verification procedures, session keys need to be
negotiated, which will be utilized to encipher all the exchanged
data.

Confidentiality and integrity: During the message exchanges over
the wireless sensor networks, it should be cumbersome for the
attackers to discern the nature of transmitted data. In addition,
it should be difficult for the adversaries to modify the exchanged
messages over the public channels.

Key secrecy: Any exposure of the long term secret keys deployed
to compute the session key should not enable the attacker to
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discern the session key for the previous communication process.
In addition, these secret keys should not facilitate adversarial
derivation of the session key for the subsequent communication
process.

Robustness against attacks: The WSN authentication protocol
should be capable of resisting common attack vectors such as
side-channeling, physical capture, eavesdropping, offline guess-
ing, spoofing, password loss, session key disclosure, forgery, im-
personation, Man-in-the-Middle (MitM), privileged insider,
Known session-specific temporary information (KSSTI), Denial of
Sleep (DoS) and replays.

Password revocation: To prevent authorized access, user pass-
words should be revoked upon adversarial compromise.

3.4. Key design principles

To provide superior security, privacy and performance fea-
tures, the proposed protocol adheres to the following design
principles.

Untraceability and anonymity of the sensor nodes: During mutual
authentication, we use the pseudo-identities of the sensor nodes
instead of their real identities. After every successful session,
these pseudo-identities are refreshed. This renders then session-
specific and hence adversaries are unable to discern and track the
communicating sensors.

Perfect backward and forward key secrecy: The derived session keys
incorporate random nonces which are encapsulated in collision-
resistant one-way hashing function. Therefore, it is computation-
ally infeasible to reverse this function and obtain the nonces for
subsequent and past session key derivation. The frequent refresh-
ing of these random nonces implies that the derived session keys
are stochastic hence cannot be easily guessed.

Resilience against spoofing and denial of sleep attacks: During the
mutual authentication procedures, the user identities, sensor
pseudo-identity, random nonces and other intermediary keying
parameters are verified at the receiver end. This helps in the
detection of the frequent re-transmissions of large quantities of
old but valid messages using the spoofed user and sensors.

Impersonation attack prevention: In the proposed protocol, only
short term and transient parameters are utilized during session
keys derivation. This effectively thwarts the capture of long term
keying parameters that can be utilized by the adversaries to
masquerade as legitimate networks entities.

Resilience against password loss attacks: In our scheme, the four-
step password update phase described in Section 3.10 is invoked
upon password compromise or loss. As such, an adversary with
the old password is unable to authenticate successfully. Any ad-
versarial attempt to refresh the password will fail since numerous
keying materials are required in this process, all of which are
unavailable to the attacker.

Robustness against KSSTI and replay attacks: In the proposed pro-
tocol, the session keys are independently derived at each of
the communicating entities. During these derivations, user pass-
words, and short term secrets such as nonces and other ephemer-
als are encapsulated before being hashed. Therefore, even if all
the nonces are captured, the attacker still needs to reverse the
one-way hashing function to obtain other keying materials. Since
this is computationally infeasible, these two attacks are pre-
vented.

Resilience against eavesdropping and session key disclosure attacks:
The session keys are independently derived by each of the com-
municating entities, using random nonces among other ephemer-
als. During mutual authentication, these keying materials are
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never exchanged in plaintext over public channels. This makes
it impossible for the adversary to eavesdrop these materials. The
hashing of the generated session key makes it difficult for the
attackers to decipher the keying parameters.

Robustness against privileged insider attacks: The aim of this attack
is to obtain secret parameters such as user real identity, password
and shared common keys. In our scheme, all these parameters
are encapsulated in other keying materials before being hashed.
Therefore, it is difficult for the adversaries to easily obtain these
parameters.

User privacy preservation: During the registration process, pseudo-
identities are generated for each user. Later on, these pseudo-
identities are incorporated in the exchanged messages when
performing mutual authentication and key negotiation. The fre-
quent refreshing of user pseudo-identity after each session makes
it difficult for the attacker to identify and track users.

Resilience against MitM and offline guessing attacks: In our protocol,
the attacker cannot correctly guess or compute the ephemer-
als used to derive the session keys. This is because the keying
materials are either stored in memory, while others are indepen-
dently derived at the communicating entities and never shared
in plaintext over public channels. Therefore, they are unavailable
for the attackers and hence MitM and offline guessing attacks are
prevented.

Forgery attacks prevention: Our protocol incorporates random
nonces as well as some private keys and identities of the com-
municating entities in the exchanged messages. Since all these
parameters are never exchanged in plaintext over the public
channels, the attacker is unable to obtain them. As such, forgery
of exchanged messages fails.

Resilience against physical capture and side-channeling attacks: Al-
though the adversary may succeed in physically capturing and
extracting memory-resident security parameters, the derivation
of other keying ephemerals still fails. This is because the at-
tacker does not have access to security values such as user pass-
word, identities and random nonces. In addition, the exchanged
messages cannot be forged since the adversary requires addi-
tional parameters apart from the ones obtained from the devices’
memory.

Confidentiality and integrity are upheld: To preserve confidential-
ity, all exchanged messages are enciphered before being transmit-
ted over the public channels. On the other hand, the integrity of
all the session keys are preserved by making it difficult to derive
past and future keys as explained under ‘Perfect backward and
forward key secrecy’ section above.

Support for scalability: In our scheme, the communicating entities
do not require any verifier tables during the mutual authentica-
tion and key agreement procedures. As such, additional users and
sensor nodes can join and leave the network flawlessly devoid of
adverse effects on its performance.

3.5. Network model

The main components in our protocol include the user Uj,
mobile device MD;, gateway node (GWN;) and sensor node (SN;)
as shown in Fig. 1. As shown, the user deploys MD; to interact
with SN; through the GWN;. After successful registration over
secured channels, all other messages are exchanged over the open
public channels.

Table 1 presents the symbols utilized throughout this pa-
per. The main procedures involved in this scheme include sys-
tem setup, registration phase, authentication, key agreement, and
password change phases.

The sub-sections below describes of these phases in some
greater details.
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Wireless sensor nodes

Fig. 1. Network model.

User
Table 1
Symbol descriptions.
Symbol Description
Ui, GWN;, SN; ith user, gateway node and sensor node
GID; Gateway node i unique identity
SK¢ Gateway node private key
SID; Sensor node i unique identity
NID; Network j's unique identity
GSc Shared common key between the GWN; and SN;
Ri Random nonce i
PIDg Sensor node i pseudo-identity
v, Yg, Yy Common session key derived at SN;, GWN;&U;
UID;, PWy User’s unique identity and password
PID; User’s pseudo-identity
MD; User’s mobile device
Il Concatenation operation
@ XOR operation

3.6. System setup phase

In the proposed protocol, all the message exchanges between
the user (U;j) and the wireless sensors (SN;) are via the gateway
node (GWN;). The following two steps are executed during the
initialization phase.

Step 1 The GWN; generates its unique identity GID;. Next, it
chooses some one way hashing function h (.) before generating
its private key SK¢ as shown in Fig. 2. The one-way hashing so
selected is assumed to be collision-resistant.

Step 2: The GWN; generates some network identities NID; to
uniquely recognize sensor nodes within the same network.

3.7. Sensor node registration

All the sensor nodes must be registered at the gateway node
before being deployed for data collection in their particular appli-
cation domains. The following two steps are followed to accom-
plish this process.

Step 1: Every wireless sensor node SN; generates its unique
identity SID;. Next, it derives GS¢c = h(SID; || SK¢ || NID;), which
serves as the common shared key between itself and the gateway
node GWN;. It then sends parameter set {SID;, GSc} to the GWN;
over some secured channels as shown in Fig. 2.

Step 2: On receiving these values, the GWN; generates random
nonces R; and R;. Next, it generates pseudo-identity PIDy for each
SN;. It then sends parameter set {SID;, GSc, GID;, R, Ry, PIDg} to
the SN; over secure channels. Next, the GWN; stores parameters
{SID;, PIDg, NIDj, Ry, h (Ry)} in its database. Finally, the wireless
sensor nodes are installed in their application domain.

3.8. User registration

In this protocol, user U; deploys a smart mobile device MD;
to communicate with the gateway node GWN;. As such, the MD;

generates and stores security tokens on behalf of the user. The
registration process is accomplished through the following four
steps.

Step 1: The user U; chooses unique identity UID; and strong pass-
word PWy. Next, MD; selects random nonce R3 that is deployed
to derive parameter A; = h (PWy || R3). This is followed by the
transmission of parameter set {UID;, PWy} to the GWN; through
some secure channels as shown in Fig. 2.

Step 2: On receiving {UID;, PWy}, the GWN; checks if the received
UID; is already in its database. Basically, the registration of this
new user is rejected if this identity is already in GWN;’s reposi-
tory. Otherwise, the GWN; generates pseudo-identity PID; for this
particular user.

Step 3: The GWN; generates random nonce R4 for the U;. This is
followed by the derivation of tokens A, = h (PID; || R4 || GID; ||
SK¢)® Aq and A3 = h(UID; || SK¢) @ h(UID; || Aq1). Next, it stores
parameter set {PID;, R4, UID;, A1} in its database. It finally sends
parameter set {A;, A3, PID;, GID;} to user MD; over some secured
channels.

Step 4: Upon receiving the above parameter set, MD; computes
A4 = h (UID; || PWy) @Rs. Finally, parameter set {A, As, A4, PID;,
GID;} is stored in U;'s mobile device MD;.

3.9. Mutual authentication and key agreement phase

This phase is triggered whenever the user wants to have
some access to the wireless sensor data. Here, the communication
among the U;, GWN; and SN; is executed over insecure public
channels. For enhanced security and privacy, the following 10
procedures are carried out.

Step 1: The user U; inputs unique identity UID; and password PWy
to the MD;. Next, the MD; derives R; = A4 @h (UID; || PWy) and
A1 = h (PWy || R3). This is followed by the generation of random
nonce Rs before selecting this particular SN;’s pseudo-identity
SID;.

Step 2: The MD; derives As =A, ®A,Bi =As DAL & Rs, B, =
SID; @h (UID; || Rs), Bs = h (PID; || GID; || SID; || As || UID; || Rs).
At the end, it constructs message MAK{ = {PID;, GID;, By, B, B3}
that it forwards to the GWN; over public channels as shown in
Fig. 3.

Step 3: Upon receiving message MAK; from the MD;, the GWN;
extracts parameters GID; and PID;. It then retrieves the corre-
sponding UID;, R4 and A; from its repository. If these values do not
exist in the database, the request is flagged as malicious and the
authentication session is stopped. Otherwise, the GWN; derives
A5 =h (PIDi || R4 || GIDi || SKc,) and R5 = B] (&) A5 (&) Al.

Step 4: The GWN; generates random nonces Rg and R;. This is
followed by the computation of SID; = B, & h (UID; || Rs) and
retrieval of nonce R; from the database. Next, it generates new
sensor node pseudo-identity PIDy for the sensor node.
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MD;

GWN; SN;

Generate GID; & choose 4(.) I
Generate SK & NID;

Generate SID;
Derive GSc = h(SID;||ISKGI|INID;)
{SID;, GSc¢} I

Generate Ry, R, & PIDx
Store {S[D|, P[DK, N[Dj, R], h (Rz)}

Select UID;, PWy & R;3
Compute 4, = h (PWy||R3)

(SID,, GSc, GID,, Ry, Rs, PIDg} | |

{UID;, PWy}

Is UID; in database?
Generate PID; & R,
Compute Az =h (P]D|H R4HG1D,HSK(;)@A] & I
Store {PID;, R4, UID;, A} |

{42, 45, PID;, GID;}

Compute A4 = h (UID;||PWy)DR;
Store {Az, A}, A4, P]Di, G[Dl}

Fig. 2. System setup and registration phases.

Step 5: The gateway node GWN; calculates parameters GSc = h
(SID; || SK¢ || NID;), B4 = h (GSc || GID;), Bs = (Rs ® A1 @ By
®Ri,Ci =R ®B, ®SID; Ry, C;, =PIDx ®Rs DRy, G =h
(Re Il Ry |l B4)® R and C4 = h (PIDg || G2 || G3 || GSc || Rs &
A1 || Rg). Finally it composes message MAK, = {PIDy, Bs, Cq, C3,
C3, C4} that it forwards to wireless sensor node SN;.

Step 6: Upon getting message MAK, from the GWN;, the SN;
validates PID in this message against its equivalence in its mem-
ory. If this verification fails, the authentication session is stopped.
Otherwise, the SN; derives B4 = h (GSc || GID;), (Rs @ A;) = Bs
@® By ® Ry and Rg = C; @ By @ SID; & R;. Next, it computes
CZ =h(PIDk || G || C3 || GSc || Rs @ A1 || R¢) and validates
it against its equivalence C; in message MAK,. On condition
that this verification flops, the session is aborted. Otherwise, it
generates nonce R; that it uses to compute R; =h (Rs || Ry || B4)®
C3, PID;Z = C2 ® RG (&) R] and C5 = RG D B4 ® Rz.

Step 7: The SN; stores PIDg, RS and Rf = h (R;) in its memory.
This is followed by the computation of the session key ¥s = h
(Rs @ A1 || Rs Il R7), Dy = h (GSc || Rs) ® h (R1) ® R; and
Dy =h(Cs || Di || ¥s |l SID; | GID; || Ry7). At the end, it
constructs message MAK 3= {Cs, D1, D,} which is sent to the GWN;
over insecure communication channels.

Step 8: On receiving message MAK 5 from SN;, the GWN; retrieves
R; from its database and computes R7* = h (R;) as well as R}* =
Rs @ B4 @ Cs. Thereafter, it confirms whether h (R;) Zh (R5")
such that the session is terminated when this validation flops.
Otherwise, the GWN; computes R; = Dy ®h (GSc || Re)®h (R}*)
and session key ¥c = h (Rs @ A; || Rs || R7). Next, it computes

D5 =h (Cs || Dy || ¥c |l SIDi || GID; || R;) and checks if Di= D,.
On condition that these parameters are not identical, the session
is terminated. Otherwise, it generates new pseudo-identity PID}
for the user U; before storing PIDg and R} in its database.

Step 9: The GWN; substitutes parameter set {R¥*, h (R4)} with {R;,
R4). Thereafter, it derives D3 = h (PID} || h (R4)| GID; || SK¢ || ) ®h
(Rs || A1), D4 =h (Rs || UID;)® Rs,Ds =h (Rs || R || A1)® R7, E1 =
h (h (UID; || SK¢)|l R7)® PID and E; = h (¢ || UID; || D3 || PID;).
Lastly, it constructs message MAK, = {Ds, D4, Ds, Eq, E;} that it
transmits over to the user MD;.

Step 10: Upon receiving message MAK, from the GWN;, MD;
retrieves nonces Rg and R; as Rg = D4 @ h (Rs || UID;) and R; = Ds
@ h (Rs || Rs || A1). This is followed by the derivation of the Uj's
new pseudo-identity PID] = E; @& h (h(UID; || SK¢)| R;). Next,
the MD; computes the session key as ¥y = h (Rs ® A1 || Rs || R7).
Thereafter, it computes E5 = h (yy || UID; || Ds || PID}) and

confirms whether Eg*; E,. The session is aborted when these
two values are dissimilar. Otherwise, new A, is re-computed as
A} = D3 @ h (Rs || Ay). Finally, parameter set {PID], A%} is stored
in MD;’s memory.

3.10. Password change phase

This phase is triggered when the user U; password PWy is
compromised, or when organizational security policy advocates
for frequent password refreshing. This is a four-step process as
described below.

Step 1 The user U; inputs the current unique identity UID; and
password PWy to the MD;. Next, the MD; derives R3 = A4 & h
(UID; || PWy), Ay = h (PWy || R3). This is followed by the retrieval
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MD;

GWN;

Input UID;i & PWy

A1 = h (PWu||R3)
Generate Rs & select SID;

B: = SIDi@®h (UIDi||Rs) &

Compute: R; = A4Dh (UIDi|PWu) &

Derive 4s = 4241, B =4s@A1DRs,

B3 = h (PIDi||GIDi||SIDi||As|| UIDi||Rs)
Compose MAK, = {PIDi, GID;, B\, B2, B3}

MAK, = {PIDi, GID;, B\, B2, B3}

Extract GID;i & PID;i

Retrieve UID;, R4 & Ai

Compute: As = h (PIDi||R4||GID;||SKc) &

Rs=B1@AsD A

Generate Rs & R>".

Derive SIDi = Bx®h (UIDi||Rs) & retrieve R

Generate PIDx" & compute: GSc = h (SIDi||SKG||NID;), Bs = h (GSc||GID:),
Bs = (Rs@®A)DBsDR1, Ci= ReDBsDSIDDR,, C2 = PIDK"DRDR1, C3 =
h (R||R1|B)DR2" & Cs = h (PIDx||C2||C3||GSc||Rs@DA1]|Re)

| Construct MAK> = {PIDx, Bs, C1, Cs, C3, Cu}

MAK> = {PIDx, Bs, C1, C3, C3, Ca}

SN;

Validate PIDx & compute: By = h (GSc||GIDs), (Rs@A1) = BsDBsBR,
Rs= Ci®B4DSIDI@DR: & Cs" = h (PIDx||C1||C3||GSc||RsDA1||Rs)

Is C4°% Cy

Generate R7 & derive: R," = h (R¢||R1||Bs)DC3, PIDk" = C:®R«DR1, Cs
= Re@®B4DR2, ys = h (RsDA1||Rs||R7), D1 = h (GSc||Re)Dh (R1)DR7 &
D> = h (Cs||Di||ys||SIDi||GIDi||R7)

Store PIDK", Ry & Ri" = h (R1)

Compose MAK3= {Cs, D1, D2}

\.

MAK3= {Cs, D1, D2}
dl

-«

Ish (R) £ 1 (R™)
(Cs||D1llwal|SIDI||GIDi||R7)

Is D,"< D>
Generate PID;” & store: PIDx" and Ry’

Construct MAKs = {D3, Da, Ds, E1, E2}

Retrieve R; & derive: R\™ =/ (R1) & R."" = Re@DB+sDCs

Compute R7 = Di1@®h (GSc||Rs)Dh (Ri™), w = h (RsDA1||Rs||R7) & D2" = h

Substitute {R1"*, & (Rs)} with {R1, Ra} & derive: D3 = h (PID{"|| h
(R4)||GIDi||SKq||)h (Rs||A1), Da = h (Rs|ULDy)@®Rs, Ds = h (Rs||Re||41) DR,
E\= h (h (UIDi|SKc)||R7)®PID;" & Ez = h (wa| UIDi||D3||PID;")

MAK4 = {D3, Da, Ds, E1, E2}

Retrieve Rs =Da®h (Rs|UIDi) & R7 = Ds@®h (Rs||Re||41)
Compute PID;i" = Ex@®h (h(UIDi||SKa)||R7), wu = h
(Rs@A:1||Rs||R7) & E2" = h (yul|UIDi||D3||PIDi")

Is E2'L E»

Re-compute 42" = D3@h (Rs||41) & store {PIDi", 42"}

Fig. 3. Authentication and key agreement phase.

of random nonce Rs that is utilized to derive As = A, @ A;,
E3 = AS (&) R5 and E4 = UIDI @®h (R5 || As)

Step 2: The U; selects new password PW{; and pseudo-identity
PID}*. Next the MD; selects new nonce Rj that it deploys to
compute A} = h (PW{, || R}), Es = A} @ E4, F; = PID{* &®h
(UID; || Rs) and F, = h (PID{™ || PID; || GID; || As || Es || UID; || Rs).
At last, it constructs message PCy = {PID;, GID;, Es, Es, F1, F»} that
is forwarded to the gateway node GWN;.

Step 3: On getting password change request message PC; from
the user Uj, the GWN; confirms whether parameter set {GID;, PID;}

is in its database. If this is not the case, the password change
request is denied and an error message is sent to U;. Otherwise,
it retrieves UID; and R4 from its database and derives As; = h
(PID; || R4 || GID; || SK¢), Rs = As @ E3, E4 = UID; ©h (Rs || As),
A% = E4 ® Es and PID}* = F; @h (UID; || Rs).

Step 4: The GWN; re-computes F;’ = h (PID{* || PID; || GID; ||
As || Es || UID; || Rs) and checks if Fz*é F,. The password session
is aborted if this verification fails. Otherwise, it stores PID{* and
A7 in its database. Next, it derives F3 = h (PID{™ || h (R4)| GID; ||
SK¢) @©h (Rs || UID;) and F4 = h (UID; || PID; || PID{™ || As || F3).
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Table 2
Executed random oracles.
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Query Description

Send (I, MAK)

Execute (SNj, U;, GWN;)
Corrupt (SN;)

Corrupt (MD;)

Reveal (I')

Test(I")

Adversary A sends message MAK to I', and receives response from I'. This is a classical active attack.

A can eavesdrop messages exchanged among the SN;, U; and GWN;. It is a typical passive attack.

Adversary A can extract all secret tokens stored in SN;’s memory

A can extract all secret tokens stored in MD;’s memory

Adversary A can discern session key established between I' and its corresponding communicating entity

Attacker A can request session key from I, which then probabilistically outputs the outcome of a flipped unbiased coin .

Finally, it constructs message PC, = {Fs, F4} and forwards it to
the user’s MD;.

Step 5: After obtaining message PC, from the GWN;, the MD;
derives F; = h (UID; || PID; || PID}* || As || F3) and checks if FI;
F4. Basically, the password change session is terminated if this
verification is unsuccessful. Otherwise, it re-computes A; = F3
®h (Rs || UID;)® A7, A3 = Az ®h(UID; || A1)®h(UID; || A7) and Aj
= h (UID; || PW{;)® Rj. At last, it stores parameter set {A}, A}, A},
PID}*} in its memory.

4. Security analysis

In this section, the formal and semantic security analyzes of
the proposed protocol is provided. The sub-sections below gives
some detailed descriptions of these procedures.

4.1. Formal security analysis

In this section, the Real-Or-Random (ROR) model is utilized
to demonstrate that the proposed protocol offers security to the
session keys derived at the U;, GWN; and SN;. The choice of
ROR model is informed by the fact that it has been extensively
deployed to formally analyze many authentication protocols. To
achieve this, the collision resistant property of h (.) in Section 3.1
above is used. Essentially, the one-way collision-resistant hash
function h(.) is accessible to all entities including adversary A. As
such, this hash function is modeled as a random oracle, Hash. The
Send, Execute, Reveal, Corrupt and Text are other random oracles
(queries) that A can perform as shown in Table 2 below. Basically,
ROR model permits A to interconnect with the i instance I of an
executing party such as GWN;j, U; and SN;.

During this formal analysis, it is assumed that the adversary
can guess low entropy passwords in accordance with Zipf's law.
Suppose that A is interested in deriving the session key negotiated
among the U;, GWN; and SN;. Letting Z denote the proposed
protocol, the following lemma holds:

Corollary. The advantage that A has in executing in polynomial time
T to break Z's semantic security is represented as Advi-(fPT). Taking

A and A* as the correct and guessed bits respectively, then Advf;-(fPT)
= | 2 Pr[A* = Al-1].

Theorem 1. Let A be an attacker executing in 1 against Z, and
Advj-(?T) be A’s advantage in computing session key negotiated
among the U;, GWN; and SN; during the authentication and key
agreement (AKA) to break Z's semantic security in 1. Suppose that
Ny is the number of hash queries, Ns is the number of Send queries
and | H| is the range space for the one-way hash function h Then:

, N2
Adv% (Pr) < —L 4 27,N2
UA( T) = |H| + 27, N
where z1 and z, are Zipf's parameters.

Plc'oof. To execute this attestation, three adversarial games
<~ Game

A,k =0,1,2 are defined. Suppose that S_Afame denotes the

successful guessing of bit g by A in game Afame. Then its success

probability is represented by AdvS™™%* = Pr[S_AEame]. The three
games alluded above are described below.

A§™™e: This is the game that mimics adversarial actual attack
against Z under the ROR model. Initially, A picks bit ¢, and based

on the above Corollary:
AdvE (Pr) = |2Adv;"™| (1)

I_\f"""’: In this game, it is assumed that A can eavesdrop all the
messages exchanged during the AKA procedures. These messages
include MAK, = {PID;, GID;, By, By, B3}, MAK, = {PIDy, Bs, C,
Cz, C3, C4}, MAK3= {Cs, Q], Dz} and MAK4 = {D3, D4, D5, E],
E,}. To accomplish this, A executes the Execute (SN;, U;, GWN;)
query. These three communicating entities negotiate session keys
given by Yy = h (Rs ® Ay || Rs | Ry) = ¥s = g With
the help of Reveal () and Test () queries, A verifies whether the
computed session key is the valid one or just a random one.
Based on Lemma 7, eavesdropping of all the above exchanged

messages cannot help A to derive the session keys. This is because
. . ~G
parameters Ai, Rs, Rg and R; are still required. Therefore, Aoame

=G L
and Alame are indistinguishable and hence:

Agame _ A(];ame (2)
I_\g‘""e: This game is achieved by simulating Corrupt (SN;), Hash
and Corrupt (MD;). In accordance with Definition 1 to Definition 3
in Section 3.1 above, messages MAK 1, MAK ;, MAK 3 and MAK 4 will
not experience any hash collision due to the incorporation of ran-
dom nonces in the hash values of their constituent parameters.
In accordance with Lemma 13, the execution of Corrupt (SN;) and
Corrupt (MD;) queries would not yield values required to derive
the session keys. This is because A still needs A;, PWy and the
Ui's R3. To derive any valid R3 = A4 @h (UID; || PWy) requires
user password PWy and real identity UID;. As such, both Afame
and AS"’"E are indistinguishable, devoid of these three queries.
Suppose that the system only permits limited wrong passwords
inputs. Then, based on Zipf's law of passwords and the birthday
paradox, the following holds:
|Ad Gameq — Ad Game2| < N713 +z sz (3)
UA UA = 2|H| 1Ng
All the queries described above are executed by A. Therefore, it is
only the random guessing of bit ¢ after the successful execution

of the Test(I') query that might result in a game win. Therefore:

1
A = ()
Solving Eq. (1), Eq. (2) and Eq. (4) yields the following:
1 , 1
EAdv?\ (P1) = |Adv; ™ — 5= Advs ™ — Adv? ™" (5)

On the other hand, solving Eqgs. (3) and (5) results in the follow-
ing:
2

1, N
—Adv? (Pr) < = 4+ z;N2 6
2 UA(T)_2|H|+15 (6)
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The multiplication of both side of this last equation by 2 yields
the final equation as follows:

. N2
Advt (Pr) < —H 4 22)N2 7
UA(T)_|H|+ 1Ng (7)
Since Eq. (7) is similar to the formulated theorem, the security of
the derived session keys has been successfully demonstrated.

4.2. Semantic security analysis

In this sub-section, various lemmas are formulated and
proofed. The goal is to demonstrate the security features offered
by this protocol. In addition, these lemmas show the resilience of
the developed protocol against typical wireless sensor network
attacks.

Lemma 1.
upheld

Untraceability and anonymity of the sensor nodes are

Proof. In this protocol, the GWN; generates pseudo-identity PIDg
for each sensor node SN;. Next, it sends parameter set {SID;,
GSc, GID;, Ry, Ry, PIDg} to the SN; over secure channels. During
the mutual authentication and key negotiation phase, the GWN;
transmits message MAK, = {PIDg, Bs, C1, C3, C3, (4} to wire-
less sensor SN; over public channels. Evidently, MAK, contains
sensor pseudo-identity PIDyx instead of the sensor real identity
SID;. After every successful mutual authentication process, the SN;
derives new pseudo-identity as PID; = C; @ Rg @ R;. Therefore,
this pseudo-identity is session-specific and hence an attacker is
unable to discern the communicating sensors. In addition, the
adversary cannot determine whether any two different messages
emanate from the same sensor node or not.

Lemma 2. This protocol offers perfect backward and forward key
secrecy

Proof. The three communicating entities in this scheme include
the user, gateway node and the sensor node. Here, the user
derives the session key as ¥y = h (Rs ® A1 || Rs || R7) while the
SN; computes the session key as ¥s = h (Rs @ Ay || Rs || R7). On
the other hand, the GWN; calculates this session key as ¥/ = h (Rs
@ A1 || Rs || Ry). Clearly, all these three session keys incorporate
random nonces Rs, Rg and R; that are then encapsulated in one-
way hash function. Therefore, it is computationally impossible for
the attacker to reverse this hash function and accurately derive
these nonces. In addition, the adversary must accurately derive
Ay = h (PWy || R3). However, this requires knowledge of user
password PWy and correct guessing of nonce Rs. During the
mutual authentication process, the GWN; re-computes Rs and R;
as R5 = B] ®A5 @Al and R7 = D] @®h (GSC || RG)@ h (R);*), while
the SN; re-computes Rg as Rg = C; @ B4 @ SID; & R;. Similarly,
MD; retrieves nonces Rg and R; as Rg = D4 @ h (Rs || UID;) and
R; = Ds @ h(Rs || Rg || A1). Evidently, these nonces are frequently
refreshed and hence the derived session keys are also stochastic.
As such, an attacker is unable to obtain past and future sessions
key upon compromise of the present session keys.

Lemma 3. This protocol is resilient against spoofing and denial of
sleep attacks

Proof. The goal of these attacks is to send large quantities of old
but valid messages using the spoofed user and sensors. During the
mutual authentication process, messages MAK 1, MAK ,, MAK 3 and
MAK 4 are exchanged. Here, MAK{ = {PID;, GID;, By, By, B3}, MAK,
= {PIDK, B5, C], Cz, C3, C4}, MAK3= {C5, D1, Dz} and MAK4 = {D3, D4,
Ds, Eq, E3}. Upon receiving message MAK 1, the GWN; extracts GID;

High-Confidence Computing 4 (2024) 100178

and PID; before retrieving the corresponding UID;, R4 and A; from
its repository. If these values do not exist in the database, the
request is flagged as malicious and the authentication session is
stopped. On the other hand, upon receiving message MAK, from
the GWN;, the SN; validates PID in this message against its equiv-
alence in its memory. If this verification fails, the authentication
session is stopped. Similarly, on receiving message MAK3; from
SN;, the GWN; retrieves R; from its database and computes R}*
= h (Ry) as well as Ry* = Rg @ B4 @ Cs. This is followed by the

confirmation of whether h (R;) Zh (R3*) such that the session is
terminated when this validation flops. Finally, on getting message
MAK,4 from the GWN;, the U; derives the session key as ¢y =
h (Rs ® Ay || Rs || R;) followed by the computation of EJ =

h (yy || UID; || D3 || PIDY). Next, it confirms whether ErL E,
such that the session is terminated when these two values are
dissimilar. As such, both spoofing and denial of sleep attacks are
effectively detected and thwarted.

Lemma 4. Impersonation attack is effectively thwarted

Proof. The aim of this attack is to capture long term keying
parameters and use them to masquerade as legitimate entities. To
prevent this attack, only short term and transient parameters are
deployed to derive the session keys. Suppose that an adversary
has captured long term secret keys such as the gateway node
private key, SK¢ and shared common key between the GWN; and
SNj, GSc. Next, an attempt is made to impersonate U;, GWN; and
SN;. This is achieved through bogus messages MAK | = {PID;, GID;,
By, By, B3}, MAK, = {PIDy, Bs, Ci, Gy, Cs, C4}, MAK 3= {Cs, D1, D5}
and MAK4 = {D3, D4, D5, E], Ez} Here, B] = A5 D A] D R5,
B, = SID; @ h (UID; || Rs), B3 = h (PID; || GID; || SID; || As |
UD; || Rs),Bs = (Rs ® Ay ® B4 ® R, C1 = Rs & B, ® SID; @
Ry, C; = PID; ® Rs ® Ri, G =h (Rs || Ry || Ba)® RS, C4 = h
(PIDg | G | G5 || GSc | Rs @ A1 || R6), Cs =Rs @ B4 ® Ry, D1 =h
(GSc | R6)® h (R1)® Ry, Dy = h (G5 || D1 || ¥s || SID; || GID; || R7),
A1 =h (PWy || R3), A, = h (PID; || Rq || GID; || SK¢)® A1 and
As = A, @ A;. It is clear that SK is incorporated in A; while GS¢
is included in parameters C, and D;. Therefore, impersonation
attacks will fail due to unavailability of other keying parameters
for the exchanged messages.

Lemma 5. Password loss attacks are prevented

Proof. The assumption made in this attack is that adversaries
have captured user password PWy. Next, attempts are made to
compromise the security of the authentication process. In this
protocol, PWy is incorporated in parameters A; = h (PWy ||
R3) and A4 = h (UID; || PWy)® Rs. However, upon password
compromise, the user invokes the four-step process to derive the
new password PW; and new parameters A} = h (PW{; || R}),
A; = F3 ®h (Rs || UID;)® A}, A5 = As ©h(UID; || A1)®h(UID; || A7),
Fy = h (PIDi* || PID; || GID;i || As |l Es || UID; || Rs) and Fy
= h (UID; || PID; || PID{* || As || Fs). As such, an adversary
with the old password is unable to authenticate successfully. Any
adversarial update of password PWy will fail since user identity
UID; is required. In addition, the attacker lacks random nonce
Rs stored in the user’s MD;. This nonce is required to compute
parameters As = A, @ Ay, E3 = As @ Rs and E;, = UID; &©h
(Rs || As).

Lemma 6. This protocol resists KSSTI and replay attacks
Proof. The assumption made in this attack is that the adversary

has captured short term secrets such as nonces. In this protocol,
three session keys are independently derived at the U;, GWN; and
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SN;. These session keys include Yoy = h (Rs @ Ay || R || R7), ¥s =
h(Rs ® A1 || Re || R7) and y¢ = h (Rs @ A; || R || R7). Here, Rs,
Rs and R; are the random nonces while A; = h (PWy || R3). As
such, even if all the four nonces are captured by the adversary, the
session keys cannot be derived. This is because the attacker still
needs user password PWy. The four messages exchanged during
the mutual authentication procedures include MAK; = {PID;, GID;,
By, By, B3}, MAK, = {PIDy, Bs, Ci, Gy, C3, C4}, MAK 3= {Cs, D1, D5}
and MAK 4 = {Ds, Dg4, Ds, Eq, E;}. Clearly, none of these messages
contain the plaintext PWy. The only parameters that incorporate
PWy are Ay = h (PWU “ R3) and Ay = h (UIDI || PWU)GB Rs.
Therefore, parameters By = As ® Ay @ Rs, Bs = (Rs ® A @
B4 ®Riand Ca = h (PIDx || G || G3 |l GSc || Rs & A1 || Re)
contain PWy. However, the PWy in A; and A4 is protected by the
one-way hashing function. Since it is computationally difficulty
to reverse the one-way hashing function, an attacker is unable to
obtain user password PWy and hence KSSTI attacks flops.

Lemma 7.
vetoed.

Eavesdropping and session key disclosure attacks are

Proof. In the proposed protocol, the user, gateway node and
sensor node independently derive the session keys as y¥y = h (Rs
@A | Rs Il R7), s =h(Rs © Ay || R || R7) and ¥¢ = h (Rs ®
A1 || Rs || R7). Since A; = h (PWy || R3), then four random nonces
R3, Rs, Rg and R; are all required. Here, user password PWy is
generated at the MD; and is transmitted together with UID; to
the GWN; over some secure channels. Similarly, random nonces
R; and Rs are generated at the user’s MD;. On the other hand,
GWN; generates random nonces Rg while the SN; generates nonce
R7. During the mutual authentication procedures, none of the
messages MAK = {PID;, GID;, By, By, B3}, MAK, = {PID, Bs, C1, C3,
C3, C4}, MAK3= {Cs, D], Dz} and MAK4 = {D3, D4, D5Y E], Ez} convey
these nonces in plaintext. As such, they cannot be eavesdropped
over the public channel. By Lemma 6, an adversary cannot easily
obtain password PWy. In addition, the generated session keys
are hashed values which cannot be reversed. Therefore, their
keying parameters cannot be easily deciphered and hence session
disclosure attack fails.

Lemma 8. This scheme is robust against privileged insider attacks.

Proof. The aim of the malicious users such as network adminis-
trators is to decipher credentials such as user real identity UID;,
password PWy and common key GS¢ shared between the GWN;
and SN;. Here, user password PWy is encapsulated in A; = h
(PWy || R3) and A4 = h (UID; | PWy)@ Rs. Due to the difficulty
of reversing the one-way hashing function, an adversary cannot
obtain PWy from these two values. To derive any valid GS¢c =
h (SID; || SK¢ | NID;), the attacker requires gateway node
private key SK¢, sensor node i unique identity SID; as well as
network j’s unique identity NID;. By Lemma 3, Lemma 4, Lemma 6
andLemma 7, none of the exchanged messages contain the plain-
text SK¢, SID; NID;. Therefore, the derivation of GS¢ and hence
privileged insider attacks are effectively prevented.

Lemma 9. User privacy is upheld.

Proof. During the registration phase, the GWN; generates pseudo-
identity PID; for each user Uj. During the authentication and
key agreement phase, message MAK, = {PID;, GID;, By, B,, B3}
carries this pseudo-identity instead of the user’s real identity UID;.
Similarly, message MAK, = {Ds, D4, Ds, Eq, E;} incorporates PID;
in parameters D3 = h (PID} || h (R4)|| GID; || SK¢ || )®h (Rs || A1)
and E; = h (Y || UID; || Ds || PID). After successful validation
of Dj against D,, the GWN; generates new pseudo-identity PID}

10
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for the user U; before storing PIDg and R; in its database. Due to
the usage of different user pseudo-identities for each session, it
becomes difficult for the attacker to track users in this scheme.

Lemma 10. MitM and offline guessing attacks are thwarted.

Proof. Suppose that an adversary has captured authentication
messages MAK{, MAK,, MAK3 and MAK, exchanged among the
Ui, GWN; and SN; over public channels. It is also assumed that
the adversary has successfully extracted parameter set {A}, As, Ag,
PID}} stored in the U;’s MD;. The goal is to use these parameters
to guess authentication parameters D5 = h (G5 || Dy || ¥ |l
SID; | GID; || R7) and E5 = h (yy |l UID; || Ds | PID).
Clearly, values Cs, D1, GID; and D3 can be obtained from the
exchanged messages, while PID{" can be recovered from MD;’s
memory. However, the adversary still needs values SID;, {¢ and
R; to correctly guess Dj. Similarly, the adversary still requires vy
and UID; to correctly guess value EJ. As such, offline guessing
attack against this protocol fails.

Lemma 11. This protocol is robust against forgery attacks.

Proof. The aim of this attack is to forge gateway node authenti-
cation messages MAK, = {PID, Bs, Cy, C3, C3, C4} and MAK,4 =
{Ds, D4, Ds, Eq, E;}. Here, Bs = (Rs @ A; @ B4 @ Ry, (4 = Rs @
By @ SIDi @ Ry, C; = PID; @ Rs @ R1, G = h (Rs || Ry || B4)®
R;, C4=h(PDg | G || G || GSc Il Rs @ Ay || Rg), D3 = h
(PIDY || h (R4)|l GID; || SK¢ || )Dh (Rs || A1), D4 = h (Rs || UID;)®
Re, Ds = h (Rs || Rs || A1)® Ry, E1 = h (h (UID; || SK¢)ll R7)®
PID} and E; = h (¢ || UID; || Ds || PID}). Evidently, any forgery
of message MAK; requires gateway node private key SK¢, sensor
node i unique identity SID;, GSc as well as nonces Ry, Rs and
Rs among other values. Similarly, any forgery of message MAK 4
requires knowledge of SK¢, UID;, GID; as well as nonces Ry, Rs,
Rs and R; among other values. Since SKg, SID;, GSc and UID; as
well as nonces are never exchanged in plaintext over the public
channels, they cannot be intercepted by the adversary. Therefore
gateway forgery flops. Suppose that the adversary is interested
in forging user authentication message MAK{ = {PID;, GID;, By,
B,, Bs3}. Here, By = As & A1 & Rs, B, = SID; &h (UID; || Rs), Bs
= h (PID; || GID; || SID; || As || UID; || Rs), As = Ay ® Ay, Ay =h
(PWy || R3) and A, = h (PIDi || Ry || GID; || SKG)@ Aj. Evidently,
the attacker needs SKg, SID;, UID;, PWy as well as nonces R3, R4
and Rs. By Lemma 11, none of these parameters are transmitted
in plaintext over the public channels. As such, they cannot be
intercepted by the adversary and hence this forgery fails.

Lemma 12. This scheme is resilient against physical capture and
side-channeling attacks.

Proof. The assumption in this attack is that an adversary can
physically capture the sensor node SN; as well as mobile device
MD;. Afterwards, side-channeling is deployed to extract all the
secret tokens stored in their memories. Thereafter, an attempt is
made to compromise any other sensor node SN,

Case 1: During the registration phase, parameter set {SID;, GSc,
GID;, Ry, Ry, PIDg} is stored in sensor memory. Using the re-
trieved values, the attacker attempts to compromise SN,’s mes-
sage MAK3= {C5, D], Dz} Here, C5 = RG D B4 D Rz, B4 =h
(GSc |l GIDy), Dy = h (GSc || Re)®h (R1)® Ry, Do = h (Cs || Dy ||
¥s || SID; || GIDi || Ry), ¥s = h (Rs ® A1 || Rs |l Ry) and A,
= h (PWy || Rs). Evidently, the attacker needs knowledge of
user password PWy as well as random nonces Rg and R;. Since
these parameters cannot be recovered from sensor memory and
over public channels, the compromise of message MAK fails. In
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addition, the recovered SID; and PIDk belong to SN; and not SN,
Similarly, the common key is shared between the GWN; and SN;j,
and not with SN,. As such, the derivation of parameters Cs, D1, D,
s and A; flops. Therefore, sensor SN,’s authentication message
MAK3 is secure even when other sensor nodes are under active
physical attacks.

Case 2: After successful registration at the GWN;, parameter set
{A3, As, A4, PID;, GID;} is stored in U;’s mobile device MD;. Dur-
ing the AKA procedures, the MD; transmits message MAK;
{PID;, GID;, By, By, B3} to the GWN; over public channels. Here,
By = A5 D A b R5, B, = SID; @®h (UIDi || Rs) and B3 =h
(PID; || GID; || SID; || As || UID; || Rs). It is clear that the
derivation of U;’s message MAK requires SID;, UID;, PWy as well
as nonces R3 and Rs. Evidently, none of these parameters can be
recovered from MD;’s memory. Therefore, both physical capture
and side-channeling attacks fail.

Lemma 13. Confidentiality and integrity are upheld in this protocol.

Proof. Suppose that attacker is interested in eavesdropping the
exchanged messages and access confidential information such as
the real identity of the communicating entities. In addition, the
attacker may try to capture and modify the exchanged messages
and hence compromising their integrity. However, in accordance
with Lemma 7, eavesdropping and session key disclosure attacks
are vetoed. In addition, Lemma 1 demonstrates that untraceability
and anonymity of the sensor nodes are upheld and hence cannot
be discerned from the exchanged messages. Regarding integrity,
Lemma 2 describes the difficulty of deriving past and future
sessions key upon compromise of the present session keys and
hence their integrity of these session keys is upheld. Similarly,
Lemma 6 demonstrates the difficulty of using captured short
term secrets such as nonces to launch both replay and KSSTI
attacks. Since key secrecy is preserved, and both repay and KSSTI
attacks are thwarted, the proposed protocol prevents adversarial
modification of the exchanged messages and hence integrity is
upheld.

Lemma 14. The proposed protocol is scalable.

Proof. During the mutual authentication and key agreement
phase, no verifier tables need to be maintained by the U;, GWN; or
SN;. As such, more users and sensor nodes can join and leave the
network seamlessly without adversely affecting its performance.
This is unlike schemes that are based on verifier tables where
an increase in the number of users or sensors can lead to long
search times in these verifier tables, which degrade network
performance.

5. Performance evaluation

In this section, the proposed protocol is evaluated in terms
of computation overheads, communication costs and supported
security characteristics. These three metrics are selected because
of their frequent deployment during performance evaluation of
authentication protocols. The detailed descriptions of these costs
are illustrated in the sub-sections below.

5.1. Computation costs

The various cryptographic operations executed during the mu-
tual authentication and key negotiation phase are taken into
consideration here. During this phase, the U; executes 10 one-
way hashing operations while the gateway node carries out 17
one-way hashing operations. On the other hand, the sensor node
executes 7 one-way hashing operations. Therefore, a total of
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Table 3

Cryptographic durations.
Operation Duration (ms)
One-way hashing (Ty) 0.25
Symmetric encryption/decryption (Tgp) 0.67
Elliptic curve point multiplication (Ty) 5.74
Chebyshev polynomial (Tcp) 225
Fuzzy extraction (Tgg) 5.42
Elliptic curve point addition (Ty) 0.72
Modular square (Tus) 0.93
Quadratic residual (Tgr) 1.87
Biometric hash function (Tgy) 2.31

N W s O
o O O O O

Computation costs (ms)

-
[«

JII

[5] [17] [24] [39] [46] [51] [52] Proposed

(=)

Fig. 4. Computation costs comparisons.

34 hashing operations are executed. The experimentations were
executed in a HP ProBook 430 G2 laptop machine equipped
with Intel® Core (TM) i5-4210U CPU @ 2.4 GHz, RAM size of
4 GB and running on Windows 10 Pro 64-bit. In addition, the
Multiprecision Integer and Rational Arithmetic Cryptographic Li-
brary (MIRACL) was deployed for the various cryptographic prim-
itives. Table 3 presents the execution durations for the various
cryptographic operations.

Using the values in Table 3, the overall execution time for
the proposed protocol is 8.50 ms. This value is then compared
with other related schemes in [5,17,24,39,46,51,52] as shown in
Table 4.

As shown in Table 4, the protocols in [5,17,24,39,46,51,52]
have computation costs of 19.50 ms, 12.42 ms, 60.34 ms,
17.86 ms, 13.67 ms, 39.94 ms and 22.99 ms respectively. On
the other hand, the proposed protocol incurs a computation cost
of only 8.50 ms. Based on Fig. 4, the scheme in [17] incurs
the highest computation overheads while the proposed protocol
incurs the least computation costs.

Among the related schemes, the one developed in [39] has the
least computation overhead of 12.42 ms. Using this value as the
benchmark, the proposed protocol achieves a 31.56% reduction
in computation costs and is therefore the most applicable for
resource-limited sensor node devices.

5.2. Communication costs

During the mutual authentication and key agreement phase,
four messages are exchanged. These messages include MAK, =
{PID;, GID;, By, By, B3}, MAK;, = {PID, Bs, Cy, G, C3, C4}, MAK3
= {C5, D;, Dz} and MAK 4 = {Dg, Dy, D5, Eq, E2} Here, By = A5
® A1 ® Rs, B, = SID; @ h (UID; || Rs), B3 = h (PID; || GID; ||
SID; || As || UID; || Rs), Bs = (Rs @ A1 © B4 © Ry, C1 = Rs @ By
@ SID; ® Ry, C;, = PID; ® Rs ® Ri, G =h (Rs || Ry || Ba)® R;,
C4=h(PIDg || G || CG3 || GSc || Rs @ Aq || Rs), Cs = Rg @ B4 @
Ry, D1 =h (GSc || Re)® h (R1)® R7, Dy = h (Cs || D1 || s || SID; ||
GID; || R7), D3 = h (PID{ || h (R4)|l GID; || SK¢ |I) ®h (Rs || Ay),
Dy = h (Rs || UID;)® Rs, Ds = h (Rs || Re || A1)® Ry, Ey = h (h
(UID; || SK¢)|l R7)® PID} and E, = h (¢ || UID; || D3 || PID;). For
fair comparisons, the values in [5] are deployed. Table 5 presents
the sizes of the various cryptographic operation outputs.
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Table 4
Computation costs comparisons.
Scheme U; GWN; SN; Total cost Cost (ms)
Mo et al. [5] 11Ty + 3Tcp 9Ty + Tep 4Ty + 2Tcp 24Ty + 6Tcp 19.50
Moghadam et al. [17] 16Ty + 4Tm+ 2Tep 5Ty + 3Tu+ 2T 3Ty + 2Tw 24Ty + 9Tu+ 4Tep 60.34
Li et al. [24] 10Ty + 3Tm 8Ty + Tm ATy + 2Ty 22Ty + 6Tm 39.94
Yu et al. [39] Tee + 11Ty 11Ty 6Ty Tee + 28Ty 12.42
Shin et al. [46] Tee + 12Ty 15Ty 6Ty Tre + 33Ty 13.67
Wang et al. [51] Teg + 6Ty + 3Tcp 7Ty + Tep ATy + 2Tcp Tee + 17Ty + 6Tcp 22.99
Xu et al. [52] 5Ty + 2Tcp + Tpy + Ts 6Ty + Tqr 4Ty + 2Tcp 15Ty + 4Tcp + Tpy + Tms+ Tor 17.86
Proposed 10Ty 17Ty 7Ty 34 Ty 8.50
Table 5 —~ &0
Cryptographic output sizes. E2]
Operation Size (bits) % 50
Hash values 160 E
Blocks of symmetric encryption/decryption 128 G 40
Points in elliptic curve 320 _5 30
Chebyshev polynomials 128 =
Random nonce 128 g 20
Identities 32 g
Timestamps 32 £ 10
S
© o
Table 6 [5] [17] [24] [39] [46] [51] [52] Proposed
Communication costs comparisons.
Scheme Cost (bits) Fig. 5. Communication costs comparisons.
Mo et al. [5] 1728
Moghadam et al. [17] 2688
Li et al. [24] 2720 . .
Yu et al. [39] 2880 in Table 7, the protocols in [5,17,24,39,46,51,52] and the pro-
Shin et al. [46] 1888 posed protocol supports 15, 12, 9, 10, 8, 11, 14 and 20 security
Wang et al. [51] 1888 characteristics respectively.
Xu et al. [52] 2304 Based on these supported features, the scheme in [46] sup-
Proposed 2656

Based on the values in Table 5, the size of MAK; = {32+32+160+
160+160} = 544 bits. On the other hand, the size of MAK, =
{32+160+160+160+160+160} = 832 bits, while MAK 3= {160+160+
160} = 480 bits. Similarly, MAK, = {160+160+160+160+160} =
800 bits. Consequently, the cumulative communication cost in the
proposed protocol is 2656 bits as shown in Table 6.

Based on the values in Table 6, the schemes in [5,17,24,39,46,
51,52] have communication costs of 1728 bits, 2880 bits, 2688
bits, 2304 bits, 1888 bits, 2720 bits and 1888 bits respectively. As
shown in Fig. 5, the protocol in [5] has the least communication
costs of 1728 bits.

This is followed by the schemes in [46,51,52] which incur
1888 bits, 1888 bits and 2304 bits respectively. Although the
protocol in [5] incurs the least communication overheads, it is
never evaluated against side-channeling, spoofing, password loss,
forgery and denial of sleep attacks. Similarly, the scheme in [46]
does not offer key secrecy and is never evaluated against side-
channeling, offline guessing, spoofing, password loss, forgery and
denial of sleep attacks. In addition, it cannot withstand privileged
insider, impersonation, session key disclosure, eavesdropping and
physical capture attacks [5]. On its part, the protocol in [51]
has not been evaluated against side-channeling, offline guessing,
spoofing, password loss, forgery and denial of sleep attacks. Fi-
nally, the scheme in [52] is susceptible to impersonation, MitM,
privileged insider and KSSTI attacks. Therefore, the proposed pro-
tocol incurs relatively higher communication overheads but with
the strongest security as discussed in Section 5.3.

5.3. Supported security features
In this part, the security characteristics of the proposed proto-

col are compared with those of other related schemes. Table 7
gives a summary of these comparative evaluations. As shown
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ports only 8 features and hence is the most insecure for WSNs.
This is followed by the protocols in [5,17,24,39,51,52] which
support 9, 10, 11, 12, 14 and 15 features respectively. On the other
hand, the proposed protocol supports all the 20 security charac-
teristics. Therefore, using the scheme in [5] as the benchmark, the
proposed protocol posts a 33.33% improvement in the number of
supported security characteristics.

5.4. Practical considerations

In a typical WSN, sensors collect and forward it the gateway
nodes over wireless channels. The gateway nodes in turn forward
these data items to the remote users for further processing. In
the proposed protocol, the same modus operandi is adopted and
hence this protocol is compatible with the existing WSN systems.
During the mutual authentication and key negotiation phase, only
exclusive Or (XOR) and one-way hashing operations are executed.
This renders the proposed protocol lightweight; hence it has high
usability in the resource-constrained WSN environment. It has
also been demonstrated that this protocol is resilient against nu-
merous WSN attack vectors such as packet replays, KSSTI, session
key disclosure, forgery, impersonation, MitM, side-channeling,
spoofing, physical capture, password loss, eavesdropping, DoS
and offline guessing. This renders it ideal for deployment in WSN
to protect against the mentioned attacks.

6. Conclusion

The wireless sensor networks find applications in a number
of fields such as military surveillance and intelligent transporta-
tion, where public channels are deployed to convey the sensed
data to remote users. However, most of these deployment en-
vironments are hostile or unattended. Therefore, these channels
and environments expose the sensor nodes to numerous threats
such as physical node capture and privacy disclosure. As such,
many schemes have been presented in literature to curb these



V.0. Nyangaresi and G.K. Yenurkar

High-Confidence Computing 4 (2024) 100178

Table 7
Security characteristics comparisons.
Method Security features Robust against
User Anonymity Untrace- Authenti- Session Key Side- Physical  Eaves- Offline Spoofing ~ Password ~ Session Forgery Impersonation MitM Privileged KSSTI Denial ~ Replay
privacy ability cation key secrecy  channeling  capture dropping  guessing loss key dis- insider of
agree closure sleep
ment
15] v v v v v N - N v v - v - N v v VAR v
[39] v v N v v v - M M - - v - x v v x - v
1171 v v v v v x - v x - - x - x VAN, v - x
[52] v N N v v v - v M - - v - x x x x - v
[46] v v M v v x - x x - - x - x VAR VA v
[24] v v v v v N - N v - - v - N Vvooox x - x
[51] v N N v v v - v M - - v - v v v VAR M
Proposed  / v v v v v v v v v v v v v v v v v v v
+/ Supported; x Not supported; - Not considered.
challenges. In these protocols, techniques such as blockchain, [13] S. Bhushan, M. Kumar, P. Kumar, T. Stephan, A. Shankar, P. Liu, FAJIT: a
passwords and public key cryptography are utilized. However, fuzzy-based data aggregation technique for energy efficiency in wireless
these technologies have been shown to be either inefficient for sensor network, Complex Intell, Syst. 7 (2021) 997-1007.

. . [14] V.O. Nyangaresi, Lightweight anonymous authentication protocol for
the sensor nodes or they still have security holes that can be resource-constrained smart home devices based on elliptic curve
exploited by attackers. In this regard, this paper developed a cryptography, J. Syst. Archit. 133 (2022) 102763.
lightweight authentication protocol, whose formal security anal- [15] SA. Chaudhry, K. Yahya, S. Garg, G. Kaddoum, M.M. Hassan, Y.B. Zikria,
ysis using the Real-or Random (ROR) model has demonstrated its LAS-SG: AAn el}lptlc curve-based lightweight authentication scheme for

.. . . .. . smart grid environments, IEEE Trans. Ind. Inform. 19 (2) (2022) 1504-1511.
ability to preserve session key security. In addition, informal secu- (16} A irshad, S.A. Chaudhry, M. Sher, BA. Alzahrani, S. Kumari, X. Li, F. Wu,
rity analysis has shown its robustness to numerous attack vectors An anonymous and efficient multiserver authenticated key agreement with
such as spoofing, physical capture, password loss and eaves- offline registration centre, IEEE Syst. J. 13 (1) (2018) 436-446.
dropping. Moreover, the comparative performance evaluation has [17] MF. Moghadam, M. Nikooghadam, M.A.B. Al Jabban, M. Alishahi, L. Mor-
demonstrated that it has relatively lower communication over- tazavi, A. Mohajerzadeh, An gfflment authentication and key agreement

. . scheme based on ECDH for wireless sensor network, IEEE Access 8 (2020)
heads, reduces the computation costs by 31.56% and improves 73182-73192.
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